s Web Application g9, 915 9 Olelbl s 91 &= {» Web Service g9, Olo>

9 3L oll o 130 .l JolS b 3 Go3d o Lwlidh 10515 940lS 9 (5 41 (51 potams ike Doz 43 by o8 sl 1 S

a5 9 (o 300 13 300 5l Ulio (3313 9 iy 6 (5] Vi a3 cabbio (ol Jg> (1 Wlio b pasd Oy Qliawgs (rdiy Camslg

690 Wz i 9l Web Application 4 g=l) Olelbl 59T o 9 (ol )3 Jos s 29 9 b 030)T 4 g2 22
oS OLiol 35 1) o) ol «dsn Slulid 13 Jgeso sl Gbo) 0 o9lke puilss g0 o) o2l 43 -25L g0 b Web Service

L s 9 pww 09 590 Sho> 41 @21 0T Chomd (yalsl amsl 23 JuS25 ol Caoma 93 1 lio ool 45 Cannl S5 4 )

£9> Crounnd .23L g0 Fingerprinting 9 Discovery 9 Footprinting ahez jl wlelbl 59T goz sl (o9, (pa2s S9l> 45 Cansl

0235z S o Web Server a5 )90 )5 45 255: s Web Application s, discovery 5 o5 ,5 footprint 4 g2l ju 0T

S a3kl gy ol Jl awiles g0 diimd Web Application



 Web Service g9y @loo 2 J ol cuomd

o395

> )5 1) 393 il OUSUe @b 4 9 3adb (g0 38y JI> 3 Vb Hl ie o b (Web Service) 0y b g g o

Slow o2 Tl 4Bl b i S 1 2 )3 45 @S (2 g 09 AT U £900 Jshz 33351 (o Ole,l 4 ©9 Cusiel
o5 4w SOAP s WSDL JUDDI .5 sialgs g9, ' ledbl 65T gox b clegudgo 9 B Jlgaw Jusd ol (golos 9 camnl (53U
L . (UBR) Universal Business Registry .»_sl o OleUbl 591 &> S dado Sl 9 ditad ($TI95ST (pl U3 (ol
Web 5 jbslS plouil sl = 3<ilgs  — Fingerprinting s UBR .»5 o S5 Footprinting Joc < UDDI jl o5l
ol S 39370 "W Gu 9 e 039 SleMbl (55T Ror U o iy Wl po ulsl 4 L5 lio oyl B3 3540 03kl b Service
6291 gox sl Ghg) Lol 532 >0 93 sl 03 (i) 2 g9 pow 009 Ol b 6291 oz pwlid gy Wlio ol >
Ulio 4> 45 3l 0 (5l 83 458 Slegudge LT (595 ,a <5 Defining Attack Vector s Enumeration jl 5 )be «leMbl

Al sinles vl delsl (g sl

b .|
Loy .V /)

285 L 03 ol S (ST 51955 sl 2393 iz Vo LB (103933 el S iy )3 B g pow 009 (ST 5I9555 20y
s Gartner .>jlw o ea1,8 L1L )3 L) b ($9lgiST 4595 (pal GwliBl Sl (29000 9 S (g0 Slaiy B G g pw 9 I 45 i
3 3l g3 2350 U9 pw CmlB) o pe JI L 9 35 3 L) ST (] 45 23S (o0 duogi by CS b 4 (Slidios sla 095 S0
1/5 5958 Jlodio jl 4S5 s 4 38L so 522w Sl 1) > 43z o 09 Cuibls 4 e 45 3 1 0T o s sl Olallae
D) 3dlgS )V 3 )L Y lade 4 Ve oV Jlw Ly QYs 5 U

Sy (1 40 ) Sl Cidgo ol 4 & (2 SIS i Jauwgd 5 @y e 47 o223 9 B g pw 09 SIS My S8
Il 13 63932 S glunST 5%l (530 o T dla TOOIKIL .camwl 0315 1,5 OUT g5 35 10 43 |y giakol Jlowo 3138 (g0 Callad
S 93 1= 359135 (3 pILS S5 (90235 (5 o (51 b9y 3B (00 15 38 1) B uzg puw 9 8392 45 St 03991 p2pew
J—= 4 a3lizwl Application Layer Content Filtering g, jl <35l 48l 42wgs 133> 45 Web Application (s34, sl
b 953 S slial (630 s JSU9 9 il €Sl Juds 4 xiiud (god 2 o2 03 9) GBLEEI L2 02 joia B juagpw 09 2T (5o

i) o o> ) kel S0 9 W (5 03y camw T I (5103 i

! Information Gathering
ol SleUbl sk otann
> Web Services Information Gathering Phase

* Web Service Offerings
Sr Vulnerability



OUSo glad .V /Y

] b A (SIS bobwl gt giol (D92l 9) Sl SO

762105 b 9 B g p o glilos S s

SU2 el 13 Lo Ulg pals 3sl (o ' 5215 5 (5 Y 45 35S o LS| szl U3 3235 b o b g e O3
03,5 SUo 4 LS Lol csinn g0 (Services Level) La juw g pw b 9 (Sllos el g 4 035 Colsa S5 03,5
anl S9BFEY g A+ sl &5y 590 Sudl 5 45 2z xisians “Web Application ghuw )3 & le>

9 SQL Injection sile (;5hom 45 .3 jlw (o ol 0 1) Db gime Sy yibd jl (sl 4V a@pplication s 4V, T g
1S G333 Olox Sl (ola Cudgazmo b plgs 0)lgen 3Tl oslitwl 4 ,51.5 S salgs SW |, Parameter Tampering
G by o (giel JFluwo 45 sl Ju> (prod 4 - 3iians (225 9z o ccmmlio 183 092y 2id3 (50 1S B3 390 L) g O
51 235, B g o 9 Catol 43 2y > 3 sl G2l I sy .5l wils Bshre 395 4 1) 513l 4265 b w9 pw 09

Footprinting Web Services .\
Gathering Information for Web Services .Y
Identifying Technologies .\

Discovering endpoints .¥

:(Approach) &g, .1 /V

229 g0 plowil pu) J=lre s3 B g pw 09 (S

Web Services Information Gathering - (<l
Web Services Enumeration-(w

Web Services attack vector & defense strategies-(g

6251 oz Slidas b 9513 3dlgs b g B3 3190 Ol 43 ) Al 3590 yalsl 3 S 5 )3 45 ob Olod Wlio ol
sla web application objjl o3 (be) ol 3,5 aalss Ol ) Slebl 235k jle 5 Ggei S (9 b Gw 9w 9 SleUbl

2 3ilgS 2305 s si (s S Ulie ) S 7 9 2 dlge 390 BlgS ko b e 9w 9l 2oLl > Calise

% Application level
" Business Application Layer
;Web Application Level Attacks



omgm Oy Oilellbl (591 gas “siglsie P
4l Jseol /)

315 3529 ;555U 95 37,8 (a1 )3 SOAP 9 WSDL (UDDI 13kl g0 (swbeol sl Siaw duw 11> by Gaas 9 pu0 039
L 805U 95 ol o Mol golod . pmag oo 09 ' (33003 11) OB IS dugh 9 g 09 (2358 23litunl) OB IS 5 pura
O OBl 9 35S (oo (SJL L) bawlyns (il 45 315 3929 soguw il )5 5L Sy 29 (0 plonil Lo S 4w ol 1 25l
e 0 54 — UBR — Universal Business Registry olgic b 0T 51 45 3l (g0 pald 1) 35S 6 juao 9 2235 41,

Query UBR %
{UDDI/SOAP) i
e Universal
% Business
Web =
Services  accessing .
Services
Web
Services

ks, 5 OIS ) puse

Jolsas 9 b SS9 0 Sy /¥
315 2algs ) calise Ssles u w3k T8 @ab 8315 OLES | JSb 43 45 ysb Oloa

335 (5o 9w JWis ol I SO b 4t 9 48,5 )18 UBR ligmg o 09 (5 2248 05kl ()

L) 392 90% S g paw JI U 2z b S5 i pm g 09 (5 235 20liwl 9 23S 0 BN o piws )3 S g o Canmnd UBR (¥
S o sl

salgs Lo g o2l 510 (End Point) oLL abiis b (Access Point) g piws dhis S Lo w9 e ©9 23S 2 3liiwl (¥

S o 4 e 3w |y ©ledbl ol UBR .cusls

L' s w9 s 8 B> 4 Sl 0 bg o HOSE s TU TP o y3T e g9 o 9 038 53Liul (IF

3,5 22lg> £90b 1) g pw 4 (2l Caws 90351 Caws 4
128l o 3T Gl JS 1 o po s JUS 5 o3kl 3590 S JSS9 0 12 Olorad s

i OB o &) JST9 0 o=l U3V U ) Jol e — (Universal Description, Discovery and Integration b) UDDI ()

S9d oo )2l USG9 (2l 90 SOAP Sl pliy

’ Methodology

' Consumer

' Supplier

;Z Web Services Supplier's Host/IP Address



OB b pinS (S5s8 0ed sl Go9s o2l Il sd 3118 5 ¥ 4> 0 — (Web Services Definition Language) WSDL (¥
SO p5Y .58 g0 03wl 355 18 (st 93 4Sads panl s 43 353195 (s0 B g puw (2l 498 4Sl 0gd s 9 B e 9w 9

23S 0 S HTTP/HTTPS (3, u,wl 2> WSDL a5 el
s HTTP/HTTPS sla JS59 0 jl YL 4S conl bli)l SS9 5 S5 ol — (Simple Object Access Protocol) SOAP (v

23 ) Pl )3 B 2 o S Olgie (399 3010 plos 43 (JSTg 0 (2l M g0 JSS9 S5 I $3lass
S o Jo.l‘— nﬂ&lbl»_a. ")|

(Info. Gathering) oMbl )97 gox J>I 00 .F/V
Sl Ubl Jlas ol 3,05 3529 Oledbl ¢ 530S b g e S 3590 23 Olelbl 5597 gox (S0 F55UsS sl ol
Whois i)l jeS o b Olelbl sl szt ol omiw S 9, 23 380 30)l8 S5 Juosl Jwa3T L Olojls pb 2155 g0
U9 pole 3l sl Ul 3 390 salss b TP Address JS s 039350 0397 Caws 41 (sl 30 0T JWis 4 45 398 50 plovil
9 Sl S Flellbl 45 ol 22 Qb 9otz ygige SO Gualins S 2S GRS U3 232 Sl Gy Jl ookl (gt sla

Sl xales Cawd U Gros

oS STl Guag o 09 1)U Johz live Caridy Sy 3 :4S Cunl l $34IS Ulgw

SLelbl Jlos 4 b .l b5 390 &S ub pU g couls B3n jl Lo 45 Slellbl oy i 45 oS 29 395lo WJlie sl 0
PL 1 pms 40 48 2l 421> 3L 4383 g0 Sl S VS 9 i i Sl L T 45 i &S b ol a9 pov 29 95l
691 oz Slm polsF (o 45 Cannl (o9 Lrial .S JLis 1) IS LT pusileis 45 @l o piw 03 (Lol Slebl gt Lo oS
2S5 IS 4 5L 5 90 Ol bl

Basic Information

Footprinting +———DDI

'

Discovery -—

'

Fingerprinting «+—Technology ldentification

'

Advance Discovery #+———PFPublic domain search

l

End points for
Enumeration

Methodology :¥ uSe

Access point
extraction

Z Underlying Communication Messaging System



398 plowil 325 Jolpo 1 03kitenl b 33155 g0 e Ubl (55T Roxr ccumsl 035 0313 Ot ¥ St 43 45 )b Olod
Web Services Footprinting .
Web Services Discovery .Y
Web Services Technology fingerprinting .V
Advance discovery on public domain .¥¢
Slo= Oledbl Oab (BB b duly s ags (p3ld 9 Oledlaal 0351 Cuwd 4 (29, (5 Cand (399 13 83 Caannd Jol o

il aads b)b@..b,.‘a’ o o.g];))..v.“_gl.b Olgic y> 3 190 opl Jl be).b.).RSGaL;)',{) g_J@,@)JS.&l) 1Y UM 9

(Web Services Footprinting) e Web Service (s¢) Footprinting &llac W

Footprinting .Y/

= Olelbl jlos—oc s So (UBR L) Universal Business Registery caib cuou J8 caond 3 45 ,9b Olod
9835 (register) e d) Lo G g pw 09 (F)los Oluwge b — by Business) b ol 45 cuwl Sl 9 3l o0 B Guigpw O
Whois g pw S0 40 4 Jlops Jo£ )3 9 — (s0908 Cad 383 SU— 33,5 o0 B g e JWis 4 (Consumer) saiS o5kl
9 U]S:R igd 0 0315 CudiS o L 390 OLelbl b by Gl xS )3 9 02ub 25kiw 8 UBR @ W (query) (o158 .adb (o0
’ 39 50 1,21 SOAP 9 UDDI wlasin 9 Oluogas

I gad Slm ciS 30l Ladly) 3igd sulaw 5 UBR (59, ) sl S Jl (S35 dhamwy 40 335195 (50 b oo g o ©9
(35 gy s 0L 23 Az ke b IS Ol go5 ) Sl
Business Entity .)
Business Service .Y
Binding Template .V
(tModel L) Technical Model .¢

L OlasleMbl dgsS pis ol .339id 0 465l ... 9 SAP IBM Microsoft dho> jl saliseo sla &S o dawy 4 s UBR
Lo o=l Ol (50U d€GIStTY el jl s 0aS (o138 13 23lg5 (o0 45 315 3929 by API I (sl 4 gomo .38 g0 (25 SS9 SU (1)
JLss 4 )1 Jlio sl .oaiS 23listan] (g0 gutiio SLeVbl 390 3 UBR I 605 (15 sl s APT ¢l j1plsS i j1 euilys g0
Slelbl 4z 4S ot 903 ,S footprint da APT (pl (s 4o dwy 4 1) &S b @uilgs o0 «puitwd "amazon" 9, SleUbl
iusio W3 WSDL sl (5 39 .54 00 JIS SOAP(5 4 - with) L HTTP/HTTPS (s,  APT ¢l .39 gl psuial 35lg5 00
g o3kl (59 6 Olebl Zl psuinl yghiie 4 (Inquire APT) piuw 3 s AP (s dhuws 4 35195 g0 9 351 038

o) 9 ptasisio ... 9 SUN Microsoft dloz jl ilise sl &S 1 duwy 4 by SDK g by Toolkit jI akise sla 4e gozro
L La API conlys s bid L enumeration Sldee plosl jgbio 40 (ol 40l o yubgs (sl 0 3195 50 dd ToOIKit ol a5l adly
L C«-—»I,?.)’) So adei (sl el b9y ).3.)’); .\.»,& ulé.".;d anetcat dos> jI TCP s 0ol sy s US (59 SOAP. jl oslasl
D=2 3 paB> L;n o9 S (59 CwlyS > gl 03l 8 9 (TCP Client) TCP (s oslow e VS S jl o5l
Db o0 OleWbl o5 ,S footprinting sl — L UBR .céi>)s . http:}/uddi.microsoft.com




(Footprinting on Business Name) Business Name 5, Footprinting &lles /Y

API: find_business

Request:

POST /inquire HTTP/1.0
Content-Type: text/xml; charset=utf-8
SOAPAction: ""

Host: uddi.microsoft.com
Content-Length: 229

<?xml version="1.0" encoding="UTF-8" ?><Envelope
xmlns="http://schemas.xmlsoap.org/soap/envelope/"><Body><find business generic="2.0"
maxRows="100" xmlns="urn:uddiorg:

api_v2'"><name>amazon</name></find business></Body></Envelope>

Response:

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2004 09:53:53 GMT
Server: Microsoft-11S/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 1.1.4322
Cache-Control: private, max-age=0
Content-Type: text/xml; charset=utf-8
Content-Length: 1339

<?xml version="1.0" encoding="utf-8"?><soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"><soap:Body><businessList generic="2.0"
operator="Microsoft Corporation" truncated="false" xmlns="urn:uddiorg:
api_v2"><businessInfos><businessInfo businessKey="btb9dc23-adec-4{73-bd5f-
5545abacaalb"><name xml:lang="en-us">Amazon Web Services for Testing</name><description
xml:lang="ko">Amazon Web Services 2.0 - We now offer software developers the opportunity to
integrate Amazon.com</description><servicelnfos><servicelnfo serviceKey="41213238-1b33-40f4-
8756-c89cc3125¢ecc" businessKey="bfb9dc23-adec-4{73-bd5f-5545abacaalb"><name xml:lang="enus">
Amazon Web Services 2.0</name></servicelnfo></servicelnfos></businessInfo><businessInfo
businessKey="18b7fde2-d15¢c-437c-8877-ebec8216d0f5"><name
xml:lang="en">Amazon.com</name><description xml:lang="en">E-commerce website and

platform for finding, discovering, and buying products

online.</description><servicelnfos><servicelnfo serviceKey="ba6d9d56-ea3f-4263-a95aeeb17e¢5910db"
businessKey="18b7fde2-d15¢c-437c-8877-ebec8216d0f5"><name

xml:lang="en">Amazon.com Web
Services</name></servicelnfo></servicelnfos></businessInfo></businessInfos></businessList></so
ap:Body></soap:Envelope>

amM)Pusiness 59 Fledbl b 4 L node 45 euiS o 230l (398 STy 9 Dlg Juloxs 9 4505 9 IUTL
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Amazon Web Services for Testing <bfb9dc23-adec-4f73-bd5f-5545abaeaalb>
Amazon.com <18b7fde2-d15¢c-437¢-8877-ebec8216d0f5>
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API: find_service

Request:

POST /inquire HTTP/1.0
Content-Type: text/xml; charset=utf-8
SOAPAction: ""

Host: uddi.microsoft.com
Content-Length: 213

<?xml version="1.0" encoding="UTF-8" ?><Envelope
xmlns="http://schemas.xmlsoap.org/soap/envelope/"><Body><find_service eneric="2.0"
xmlns="urn:uddi-rg:api_v2"><name>amazon</name></find service></Body></Envelope>

Response:

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2004 10:07:42 GMT
Server: Microsoft-11S/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 1.1.4322
Cache-Control: private, max-age=0
Content-Type: text/xml; charset=utf-8
Content-Length: 1272

<?xml version="1.0" encoding="utf-8"?><soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"><soap:Body><serviceList generic="2.0"
operator="Microsoft Corporation" truncated="false" xmlns="urn:uddiorg:
api_v2"><servicelnfos><servicelnfo serviceKey="6ec464e0-2f8d-4daf-b4dd-5dd4ba9dc8{3"
businessKey="914374fb-f10f-4634-b8ef-c9e34e8alee5"><name xml:lang="en-us">Amazon
Research Pane</name></servicelnfo><servicelnfo serviceKey="41213238-1b33-40f4-8756-
c89cc3125¢ecc" businessKey="bfb9dc23-adec-4{f73-bd5f-5545abacaal b"><name xml:lang="enus">
Amazon Web Services 2.0</name></servicelnfo><serviceInfo serviceKey="ba6d9d56-ca3f-
4263-a95a-eeb17e5910db" businessKey="18b7fde2-d15¢c-437c-8877-ebec8216d0f5"><name
xml:lang="en">Amazon.com Web Services</name></servicelnfo><servicelnfo
serviceKey="bc82a008-5e4e-4c0c-8dba-cSed4e268fel2" businessKey="18785586-295e-448ab759-
ebb44a049121"><name

xml:lang="en">AmazonBookPrice</name></serviceInfo><servicelnfo serviceKey="8faa80eca-
42dd-4c0d-8070-999¢ce0455930" businessKey="ee41518b-bf99-4a66-9e9e-c33c4c43dbSa"><name
xml:lang="en">AmazonBookPrice</name></servicelnfo></serviceInfos></serviceList></soap:Bo
dy></soap:Envelope>
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Amazon Research Pane <6ec464¢e0-2f8d-4daf-b4dd-5dd4ba9dc8f3>
Amazon Web Services 2.0 <41213238-1b33-40f4-8756-c¢89cc3125ecc>
Amazon.com Web Services <ba6d9d56-ea3f-4263-a95a-eeb17¢5910db>
AmazonBookPrice <bc82a008-5e4e-4c0c-8dba-cSede268fel2>
AmazonBookPrice <8faa80ea-42dd-4c0d-8070-999ce0455930>
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API: find_tModel

Request:

POST /inquire HTTP/1.0
Content-Type: text/xml; charset=utf-8
SOAPAction: ""

Host: uddi.microsoft.com
Content-Length: 211

<?xml version="1.0" encoding="UTF-8" ?><Envelope
xmlns="http://schemas.xmlsoap.org/soap/envelope/"><Body><find tModel generic="2.0"
xmlns="urn:uddi-org:api v2"><name>amazon</name></find tModel></Body></Envelope>

Response:

HTTP/1.1 200 OK

Date: Tue, 28 Sep 2004 10:12:42 GMT
Server: Microsoft-11S/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 1.1.4322
Cache-Control: private, max-age=0
Content-Type: text/xml; charset=utf-8
Content-Length: 516

<?xml version="1.0" encoding="utf-8"?><soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"><soap:Body><tModelList generic="2.0"
operator="Microsoft Corporation" truncated="false" xmlns="urn:uddiorg:
api_v2"><tModellnfos><tModellnfo tModelKey="uuid:c5da9443-d058-4ede-9db1-
4£1d5deb805¢"><name>Amazon Web Services 2.0 WSDL
File</name></tModellnfo></tModellnfos></tModelList></soap:Body></soap:Envelope>
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API: find_service

Request:

POST /inquire HTTP/1.0
Content-Type: text/xml; charset=utf-8
SOAPAction: ""

Host: uddi.microsoft.com
Content-Length: 245

<?xml version="1.0" encoding="UTF-8" ?><Envelope
xmlns="http://schemas.xmlsoap.org/soap/envelope/"><Body><find_service
businessKey=""18b7fde2-d15c-437c-8877-ebec8216d0f5" generic="2.0" xmlIns="urn:uddiorg:
api_v2"></find_service></Body></Envelope>

Response:

HTTP/1.1 200 OK

Date: Wed, 13 Oct 2004 12:51:26 GMT
Server: Microsoft-11S/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 1.1.4322
Cache-Control: private, max-age=0
Content-Type: text/xml; charset=utf-8
Content-Length: 573

<?xml version="1.0" encoding="utf-8"?><soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"><soap:Body><serviceList generic="2.0"
operator="Microsoft Corporation" truncated="false" xmlns="urn:uddiorg:
api_v2"><servicelnfos><servicelnfo serviceKey="ba6d9d56-ca3f-4263-a95a-eeb17¢5910db"
businessKey="18b7fde2-d15¢c-437c-8877-ebec8216d0f5"><name xml:lang="en">Amazon.com
Web Services</name></servicelnfo></servicelnfos></serviceList></soap:Body></soap:Envelope>
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API: get_serviceDetail
12,5 <8l ys ) (service name) g pb 45 35,5 ssalive footprinting cuond >
Amazon.com Web Services <ba6d9d56-ea3f-4263-a95a-eeb17¢5910db>

business name jl sslituwl L Lo 3515 o Service key olos jghz 45 3ob 0315 zeud 95 o M Caond ) uizrod

S Sl 0 L) g g OGS eadleS (o0 service key ¢yl jl ool b (0 9aS1.598 il s

Request:

POST /inquire HTTP/1.0
Content-Type: text/xml; charset=utf-8
SOAPAction: ""

Host: uddi.microsoft.com
Content-Length: 265

<?xml version="1.0" encoding="UTF-8" ?><Envelope
xmlns="http://schemas.xmlsoap.org/soap/envelope/"><Body><get_serviceDetail generic="2.0"
xmlns="urn:uddi-org:api_v2"><serviceKey>ba6d9d56-ea3f-4263-a95aeeb17e5910db</
serviceKey></get serviceDetail></Body></Envelope>

Response:

HTTP/1.1 200 OK

Date: Wed, 13 Oct 2004 12:47:35 GMT
Server: Microsoft-11S/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 1.1.4322
Cache-Control: private, max-age=0
Content-Type: text/xml; charset=utf-8
Content-Length: 1275

<?xml version="1.0" encoding="utf-8"?><soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0org/2001/XMLSchema"><soap:Body><serviceDetail generic="2.0"
operator="Microsoft Corporation" truncated="false" xmlns="urn:uddiorg:
api_v2"><businessService serviceKey="ba6d9d56-ea3f-4263-a95a-eeb17¢5910db"
businessKey="18b7fde2-d15¢c-437c-8877-ebec8216d0f5"><name xml:lang="en">Amazon.com
Web Services</name><description xml:lang="en">Set of web services that allow developers to
create applications that consume Amazon.com core features. When tied to Amazon.com Associate

program, developers can earn a percentage of each transaction that Amazon.com fullfills.

Developers must have a
token</description><bindingTemplates><bindingTemplate
bindingKey="1d3¢cf316-6b47-430b-9b8b-277a6e321e33" serviceKey="ba6d9d56-
ea3f-4263-a95a-eeb17e5910db"><description xml:lang="en">The WSDL file that
allows developers to make use of Amazon.com features on their own
site.</description><accessPoint
URLType="http">http://soap.amazon.com/schemas/AmazonWebServices.wsdl</a
ccessPoint><tModellnstanceDetails
/></bindingTemplate></bindingTemplates></businessService></serviceDetail></
soap:Body></soap:Envelope>

2l 83,5 Yoo i 393 o a3 (§ 4 Olgis 4 1) a9 o wl/URL (390 Olg=> >
Discovery URL : http://soap.amazon.com/schemas/AmazonWebServices.wsdl

1)



(Discovery on tModel) tModel 5, 495 .F/F
API: get_tModelDetail

12,5 by | tModel L footprinting cuowd s
Amazon Web Services 2.0 WSDL File <uuid:c5da9443-d058-4ede-9db1-4f1d5deb805¢>

oS )l 1) o Cannlgs g3 osilss o tModel Key ol Sl o3l b 931

Request:

POST /inquire HTTP/1.0

Content-Type: text/xml; charset=utf-8

SOAPAction: ""

Host: uddi.microsoft.com

Content-Length: 389

<?xml version="1.0" encoding="utf-8"?><soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"><soap:Body><get tModelDetail generic="2.0"
xmlns="urn:uddi-org:api_v2"><tModelKey>uuid:c5da9443-d058-4ede-9db1-
4f1d5deb805c</tModelKey></get tModelDetail></soap:Body></soap:Envelope>

Response:

HTTP/1.1 200 OK

Connection: close

Date: Fri, 15 Oct 2004 11:06:54 GMT

Server: Microsoft-11S/6.0

X-Powered-By: ASP.NET

X-AspNet-Version: 1.1.4322

Cache-Control: private, max-age=0

Content-Type: text/xml; charset=utf-8

Content-Length: 788

<?xml version="1.0" encoding="utf-8"?><soap:Envelope xmlns:soap="http://schemas.
xmlsoap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance

" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"><soap:Body><tModelDetail generic=
"2.0" operator="Microsoft Corporation" truncated="false" xmlns="urn:uddi-org:api
_v2"><tModel tModelKey="uuid:c5da9443-d058-4ede-9db1-4f1d5deb805¢c" operator="Mic
rosoft Corporation" authorizedName="runtou"><name>Amazon Web Services 2.0 WSDL F
ile</name><description xml:lang="ko">Amazon Web Services 2.0 WSDL File</descript
ion><overviewDoc><description xml:lang="ko">Amazon Web Services 2.0</description
><overviewURL>http://soap.amazon.com/schemas2/AmazonWebServices.wsdl</overviewUR
L></overviewDoc></tModel></tModelDetail></soap:Body></soap:Envelope>

2] 35 Joto (yaasi (395 gaw piwd (5 4 Olgie 4 dModel ¢l sl p 1) URL 5 (3gd Olg o

Discovery URL : http://soap.amazon.com/schemas2/AmazonWebServices.wsdl



(Web Services Technology Fingerprinting) & (39w 39 ¢5)968 03)S fingerprinting .0
identification s fingerprinting ;o) .0/ )

Lo (5599585 ol 31 S 2 (59, Dlelbl (55T gox 9 b (55909385 03,8 fingerprint «cuial sbis 43 b G I S
Lo ol 3 mal (53U S b9y 42g5 b 03litenl p linens 45 33 (pole il 9) b ity J> 3 30T )3 Sy 3195 (g0 9 s
oL L Lgws (Discovery URL) sacis caiS URL &5 0391 Caws 40 jl 32 teadb Jlgus ol sl (= 0l) JWid 4 puadlys oo
9 :Net :0.S (oo s 2 B g pw 29 S0 1) STHBST 95 b Tpats Jankids euilsd (o L) Siuz 47 SIS ¢ @by 4 05
PO aigd oo 1zl AXIS (595 45 gl (ko a9 puw 09

(extension) L s gy Jjl osliwl b (5j9)9iSS 05, fingerprint .o/V
120050 5 3 (Discovery URL) sad oS URL 95 Olgie 40 1) 525 URL 95 sblo (Jlie SO Olgie @

1. http://example.com/customer/getinfo.asmx
2. http://example.com/supplier/sendinfo.jws

asmx/iws extension

2y @eia ol il osliul b ailgs g0 W a9 puw 09 9 2392 b g e 09 Sl 2o NET/J2ZEE Cgz il Sl s o

frie ol pailsS (go e 3 ASIX Niguan (91> 45 B SIS 1 degazma o ozl ()03 b Lo 09y ol J1 -39 0313 G w9

vasuis Nt (59) pigr Jumd9 43 |) Qi 2 (ST995ST (2l 35195 g0 p2J Cawlys ) 95 w9l .S fingerprint «NET 4 1,
LS

HEAD / HTTP/1.0

HTTP/1.1 200 OK

Server: Microsoft-11S/5.0

Date: Wed, 13 Oct 2004 18:28:45 GMT

X-Powered-By: ASP.NET

Connection: Keep-Alive

Content-Length: 7565

Content-Type: text/html

Set-Cookie: ASPSESSIONIDASSBTQAC=LIBHCGLCDKNLLKECPNLACMMB; path=/
Cache-control: private

UML9 )= u,&n.o‘l—vu.ml,’)) Olod . aiwd |)._>| J= ))ASPNET 3J] Lb)g).m GM)‘fouqu @,9 w',’))

b <dbys ) el.u 9 b 2ok 9 (asmX)

HEAD /ws/customer.asmx HTTP/1.0

HTTP/1.1 500 Internal Server Error
Server: Microsoft-11S/5.0

Date: Wed, 13 Oct 2004 18:29:07 GMT
X-Powered-By: ASP.NET
X-AspNet-Version: 1.1.4322
Cache-Control: private

Content-Type: text/html; charset=utf-8
Content-Length: 3026

1‘5 ‘Llava Web Services running on Axis



zs——29 4 45 “X-AspNet-Version: 1.1.4322” ;.35 , 5 &l 3 1) Added Directory Lo s o0 45 Jsb Oloa

ol 038 33,5 IS 0 '7 s g pw 09 JS15 9590 S s 4 CawlgS )3 45 CiS Olgs g0 9 NS g0 paSuine |y bl A
s L g o ozl p i My (631525 (59, JWS 3gan b (Java Web Services) gl sla jus g puw 09 (955 (paod 4
Jds 4 bl oad 4z S, Tomeat b )81 AXIS ou o gwas (ol € o S SWUST 4 @21y uilsd (o Bgay (2l 4 03,5

9 0313 s (3lgi g0 JWS 35 ganwy
wsdl extension and query string

! oo S gaany9 oo 09 4 litawd (s 2BL g0 piune 9w 09 iews SleUb] 3 45 Canl b WSDL
Ulis ool Baa jl )L WSDL Enumeration .58 sloul 926 Olod 4 oSl S Gugw 983591 15 1y wsdl Lo ol a5
1wl D yge0 | 4 g9, (WJl> ,d .l

SIS 5 i) SOl it 35lg5 o b 2B il Jo 35 gany G il WSA] 3iguy 3—ilgi o0 URL
2331 82 S 3 iz 1 sl JLo 2L (query string)

Example:
http://example.com/servilet/customer.access.wsdl
http://example.com/customer.asmx?wsdl
http://example.com/customer.asmx/wsdl

SIS Lol g fingerprint .o/v
v (gl o 35lgs o WSl 9 jWS asmX Jto Calise sLa eXtension b 45 ool ssregd Lo Lo L L b
o=l sl= 1, application JS HTTP (g3, eslgs (00 -39 a5kl b w9 o 09 s>l I us b colw b b application
29590 S bt s jl eailgs g0 cOlo) Olod 43 023,50 b jug e g Profile 9 b extension ) JLis 4 9 83,5 S 350

ol 338 8313 Zrand g5 22J 03 Jlo ST oS W a9 09 03, Jmo Guaki 3 (2w 9 485 )1 55 gt

Search Engine: Google.com
Search Query: inurl:wsdl site:amazon.com

' Internal Web Service Engine
1‘7‘}_Veb Services Definition Language



Weh |mages Groups MNews more»

GO(_)gle |inur|:wsd| Siteamazon.corm Search |

Search: ™ the weh O pages from India

Web Results 1 - 10 of sbout 11 from amazon.com ©i

soap.amazzon.com'schemasfamazonyebhSond ces wed|
—ile Forrnat: Unrecaoghized - Yiew 25 HTML

S - wshL Ed
Sirnilar pages Woil Ea

Edit WSD
soap.amazon.com'schemasfAmazony®eb Services.wsd TESUDEhU
File Format: Unrecogrized - Wiew 2z HTWL wannd alt o
Similar pages =

sodap.amazon com'schemas3’AmazonyyebSerices yosd|
Sile Fornat: Unrecogrized - iew as HTML
Siilar pages

SLa SIS eailyd (0 955 mod 4 .S oo e L) B g puw 09 szl > 5 la Culw @ailyi (00 VL gl

oS 2dos JS9S U3 i

1. filetype:wsdl site:amazon.com
2. inurl:asmx site:amazon.com
3. inurl:jws site:amazon.com

Search Engine: alltheweb.com
Search Query: url:wsdl site:amazon.com

l. advanced search ©  customize preferencez 0 submit 2
i ‘ e w e Iurlmdlshe:amamn.n:u:un’i ]
e e @ find it all @ @ = Fesults it & Any Language = Enclish

| Web | [lEmes Pictures | Yideo | Audio |

Ll
1 -2 of 3 Results for url:wsdl site:amazon.com

Weh Results (whats this?)

nltp Sisoap amazon.comsschemas’Amazoryyellseni ces wisdl

<Pl version="1.0""> <~ WSDL description of Amazon. com's Web Serices AFls. A
subject to change as we refine and extand our &Fls. . hitp dfschemas smilsoap. omdfew
gminswsdl="http: Vschemas. xmlsogp.ongiwsdl .

nttpefisnap amazon comfschemasfamazaonteh=erices wadl - A3 kB

nltp fisoap amazon. comdschemas2iAmazonyebSeni ces wsdl
~wesdldefinitions wmins:typens="httpdfsoap.amazon. com .. httpeffschemas, smlsos
grnlns wsdl="http: fschermas smisoap omghwsd ™ smilns

NIy

httpe Msoapamazon. comfschemas2iAmazorWebServices wsd| - 52 KB

(209l Cawd 4 3idd (o BT B puog pw 09 45 I Colw I (S ouilgd (50 «§99 gl I



Web Application g4 discovery g footprint 2pgd cuowd

d3An

G990 o=l 03 (H9 839 UgeRe (ot 45 395 g0 £9,5 (FFY / A+ ) b &gy 9 IP o ,5TL Web Application auis
So ,S1 505 Ol 4 Togu 38y 4z oSS bl Ll Ul s silme Gl (p3iz b g 9 S ST 0,05 3929 yails S
$3,5 2L 4= asL Web Application < jl i szl > s 9w

O Sl (pSow IP/POTE (sl S 5 B (=2 Sl 23liiwl L Web Application o Gauseis « 2,92 )baw iz S >
o HTTP ,5 HOST field olysie 40 0T jl oslizwl 9 IP (59, Reverse DNS oS5 plovil a3 1)1 J 2 gl 9 solonl cansSis
30lul g0 oS 4 390 pidan Lol caml (53151

28,8 soalgs JSCi DNS Server 9 WHOIS Information Database b J= ol ) $Cmmz JSuine ol J= ol (ol ols
S5 La Web Application (sl pm 1) ja9lS 3T 8 90315 zadgi ) Slebl (l 03997 o 4 (S598 lio jl Caomsd
DS sl



Lo
s il 59 (Cawl 08,8 > (1) 203.88.128.10 ol o IP 4w )sTL Web Server o 4 oS 2,8 | Jbo 2ly
I ey ol (p oo g pw 9 (2l sl g pr ($3) 7905 9 3909 J> )3 HTTP Traffic g o5 jLA &) .ol Ll > s
o= HTTP JS5g 53 jl aaseine S (38 Hosting o555 0 glhol 4 45) S (hosting) sb jse |, Web Application
45 HOST Tag jo (S )9 0w Jjl o3 <L 5 Olg= 9 02 233195 9 pm jl Cawlss )5 ,a LHOST Information 4«5 cuwl
oyl JLs 3203.88.128.10 (59, Apache yg w 09 S 45 0uiS 2,8 sdlo «Jle 12 5,15 HTTP Request )5 o

39 adlgs 4 4wd T httpd.conf & g0 ¢l 4>

httpd.conf on 203.88.128.10

<VirtualHost *:80>
# ServerAdmin webmaster@dummy-host.example.com
DocumentRoot /usr/local/apache2/htdocs
# ErrorLog logs/dummy -host.example.com-error_log
# CustomLog logs/dummy-host.example.com-access_log common
</VirtualHost>

<VirtualHost *:80>
# ServerAdmin webmaster@dummy-host.example.com
DocumentRoot /usr/local/apache2/htdocs/blue
ServerName www.blue.com
# ErrorLog logs/dummy -host.example.com-error_log
# CustomLog logs/dummy-host.example.com-access_log common
</VirtualHost>

<VirtualHost *:80>
# ServerAdmin webmaster@dummy-host.example.com
DocumentRoot /usr/local/apache2/htdocs/red
ServerName www.red.com
# ErrorLog logs/dummy -host.example.com-error_log
# CustomLog logs/dummy-host.example.com-access_log common
</VirtualHost>

93 .Cwl =l JL> s (Virtual Host Model) ilore cowlas Js—o > Web Server a5 o3 0 50 2 b G99 s> Sobs Jl

13515 =1 Jl> s application o5 plsS ja 9 35l o Ciy p5 Gl

www.red.com
www.blue.com

sl default root 45 5,15 |, DocumentRoot as /usr/local/apache2/htdocs, Virtual Host cuomd jl Sy ¢yl

46,5 IS 4100t ¢l dawwy 4 «wl HOST Information ggas 45 HTTP Request s p cin YIS S5 — 3l (00 s o O

D9 (50




S 2Ll HTTP jl cailiseo Cawlgs s 4w 40 1) yg e 09 s Oly suile 0951
Request:

C:\Documents and Settings\The Cephexin> nc 203.88.128.10 80
HEAD /HTTP/1.0

Response:

HTTP/1.1 200 OK

Date: Tue, 11 Jan 2005 20:17:40 GMT

Server: Apache/2.0.50 (Unix) mod_ssl/2.0.50 OpenSSL/0.9.7d mod _jk2/2.0.4
Content-Location: index.html.en

Vary: negotiate,accept-language,accept-charset
TCN: choice

Last-Modified: Fri, 04 May 2001 00:01:18 GMT
ETag: "1¢4d0-5b0-40446180;1c4e6-961-8562af00"
Accept-Ranges: bytes

Content-Length: 1456

Connection: close

Content-Type: text/html; charset=ISO-8859-1
Content-Language: en

Expires: Tue, 11 Jan 2005 20:17:40 GMT

23S €L 1456 (s 85151 b default page SO Lo 9 xd 4,5 IS5 default 100t buwgs 399 Cawlys,s
Request:

C:\Documents and Settings\The Cephexin> nc 203.88.128.10 80
HEAD /HTTP/1.0
Host: www.blue.com

Response:

HTTP/1.1 200 OK

Date: Tue, 11 Jan 2005 20:17:45 GMT

Server: Apache/2.0.50 (Unix) mod _ssl/2.0.50 OpenSSL/0.9.7d mod_jk2/2.0.4
Last-Modified: Tue, 04 Jan 2005 23:10:29 GMT

ETag: "1865-b-f991a340"

Accept-Ranges: bytes

Content-Length: 11

Connection: close

Content-Type: text/html; charset=ISO-8859-1

&l o 01351 .2 4,3 LIS & DocumentRoot /usr/local/apache2/htdocs/blue directive buwsgi §9 Cawlgs)>

WoLs application S, 45 sas s Qi (il . 3ub 25k 3 WWW.blue.com cuwla 4 4uwly web application 4 1) b il 0

‘)),_;wl 234 Cawl 3 48,5 LIS 4 o> )15 GET/HEAD/POST camlys 5 ,; Host Tag « ;;ww 45 9w 09 bawgi (2>
9 HEAD (w0

Request:

C:\Documents and Settings\The Cephexin> nc 203.88.128.10 80
HEAD / HTTP/1.0
Host: www.red.com




Response:

HTTP/1.1 200 OK

Date: Tue, 11 Jan 2005 20:17:57 GMT

Server: Apache/2.0.50 (Unix) mod_ssl/2.0.50 OpenSSL/0.9.7d mod_jk2/2.0.4
Last-Modified: Tue, 04 Jan 2005 23:16:57 GMT

ETag: "1cc0b-9-10b20c40"

Accept-Ranges: bytes

Content-Length: 9

Connection: close

Content-Type: text/html; charset=ISO-8859-1

2,130l .l 23 48,3 LS & DocumentRoot /usr/local/apache2/htdocs/red directive buwsgi §9 Camwlgs)>

A== Mol apphcatlond_; =, 3= 23k 3 WWW.Ted.com wl.b 4 auwls web application glp A L ul o | 4xio

390 o=l 23 4S5 Cwl pais 48,5 LS 4 3l GET/HEAD/POST....»I,:,; o> Host Tag 4 Siuw 45 )9 v ©9 buwgs
59 HEAD (Cawlgs s

aliuws

2= e )13 i hittpd.conf ey ' 2T (632 Sy Job 40 45 0uiS g0 425 Lo (Bsd U3 b 313 grudgs Jlia J3
2345 Slelbl plos .ails job ol CasBly ) 39l Lol . puitan piy =8 ylaio U I, "Host" Tag G puiles g0 « g2 8 o2l gl
23l o (WWW.yahoo.com :Jle) cuwls pb b (203.88.128.11 :Jlw) IP o031 S5 e sl Lo o yiaw>

bl oS LUl el 1 o3kituol b 1) 35,05 5 bl TP o psT Olod 42 45 (559380 (o2l Canolds Sl tamd Slowsl 4,36 3L Lo

Eanl 225 231> Zrad 97 Ao (] )3 JSiao (ol TS $s91 &o= sy Jle bl ouilgs (oo yohz

Ja ol)

sz IP )3T S sl s Nameserver o3 ,8 sy :Jsl o8

231,203.88.128.10 5T Jlio (5l o .Camwl yoguase IP o ;;T SS sl Nameserver < 03,5 I do 3 sl
o=l 1= NAMESErVer (3, Iy josi 9 8- 8315 gla)l OT QTP Go)sT ol 45 (Sob 03,5 lag 4 zlizl b .o 1S o b5
S 890 225 oINS 035 12l oasS Lzl JLs gm0 23 1) GoU3S Griz pailsd g0 Sausb 4 euils yogaasy TP )T
wadls Jisg b ) s ARIN Gawbos

C:\Program Files\GnuWin32\bin>jwhois -h whois.arin.net 203.88.128.10
[Querying whois.arin.net]
[whois.arin.net]

OrgName: XYZ corp
OrgID: XYZC

Address: 101 First Avenue
City: NYC

StateProv: NY
PostalCode: 94089

1‘8 “Apache Configuration File




Country: US

NetRange: 203.88.128.0 — 203.88.128.255
CIDR: 203.88.128.0/20
NetName: XYZC-4

NetHandle: NET-203-88-128-0-1
Parent: NET-203-0-0-0-0
NetType: Direct Allocation
NameServer: nsl.xyz.com
NameServer: ns2.xyz.com
Comment:

RegDate: 2003-07-17

Updated: 2003-07-17

OrgTechHandle: NA098-ARIN
OrgTechName: Netblock Admin
OrgTechPhone: +1-212-999-9999

OrgTechEmail: netblockadmin@xyz.com

# ARIN WHOIS database, last updated 2005-01-10 19:10
# Enter ? for additional hints on searching ARIN's WHOIS database.

C:\Program Files\GnuWin32\bin>

(range) o390 J-5 (59, ) POIt SCaAN S eailyg (oo Lo . l> [P o031 ol sl |y nameserver Slelbl Lo ¢ gsS|
O Sl 039350 (2l 90 1=l Ul s S| Sew NAMeESETVer o IS ol 023,52 UDP 53 &gy JUis 4 (uizred 9 2315 plovl
o=l iid ezl Yo )5 Lo Bad [P o) T sl m La nameserver sile 45 e ls IP s T iz b S5 b 0981 .51 salss b

35S )18 osliiwl 590 ENUMETAtion s lge (sl 0 3ilgi 0 b Nameserver

nameserver g, PTR las,95) JWis 4 gt 195 p8
Olod .oxsS oo S22 IP o ,3T (sl PTR Record jl .8 (i)liS p 2w 95,5 a3kl nslookup i b oo
| 234 2315 QL& »J ,JS.';';).) 4S),b




C:\Documents and Settings\The Cephexin>nslookup
Default Server: nsl.icenet.net
Address: 203.88.128.7

> server nsl.xyz.com
Default Server: [203.88.128.250]
Address: 203.88.128.250

>203.88.128.10

Server: [203.88.128.250]
Address: 203.88.128.250
Name: www.blue.com
Address: 192.168.7.50

> set type=PTR
>203.88.128.10
Server: [203.88.128.250]
Address: 203.88.128.250

10.128.88.203.in-addr.arpa name = www.blue.com
10.128.88.203.in-addr.arpa name = www.red.com
>

s LI TP o )sT Oloa 44 4S 351> 3929 dOmain 95 45 335 Olg5 (oo @291 vy |, 3T PTR Record 45 oy,56 L

9% 1SS 55 dig gaws 1 oslil g 4 g5 o Jorll g (aed 3315

S9b 0 42190 CunSs L PTR Record :pgu pl8

89 Solw w Laentry L P—-'J’T G Nameserver s, sba PTR Record pulgs o—oi OL3gl (5w
Sl o o9 1 (S oS s « 332 TP o s5T 0 L) (rammio SleMbl ouilgh g 3590 (2l U5 .35l a2 sl NamMeserver
28 0 99 0w WHOIS 5l 8,5 50,155 0 3uzey JSCio o2l J>

ol B3 Pl )8 asiz SO Sl Juds 4 9 00 Sluiy, Whois JSSg s wsi Whois (sole ()15 S5
whois I gslass sla database dol .ol sad 39550 (5395 (5 81351 9 x> U3 03 g Olelbl £95 8L S (5|2 29 oo
ol web application ¢s S footprint sl La database ul L 03 4S9 w3515 1) 25 slowl Aatébase o2l server
S S =S G5 el oo S 2L DB I oSG 595 a3l Reverse TP Query aslgs oo (23S ol -l ($09 02
.25l oo webhosting.info

ap & S oolitwl (i il $9) (siai> [P) 203.88.128.11 bl IP )T jl sy (0T ploil (5985 madsd sl

.5 lss nameserver g, PTR Record

||




C:\Documents and Settings\The Cephexin>nslookup
Default Server: nsl.icenet.net
Address: 203.88.128.7

> server 203.88.128.250
Default Server: icedns1.icenet.net
Address: 203.88.128.250

>203.88.128.11

Server: icednsl.icenet.net
Address: 203.88.128.250

Name: ice.128.client] 1.icenet.net
Address: 203.88.128.11

> set type=PTR

>203.88.128.11

Server: icednsl.icenet.net

Address: 203.88.128.250

Non-authoritative answer:

11.128.88.203.in-addr.arpa  name = ice.128.client1 l.icenet.net

>203.88.128.11

Server: icedns1.icenet.net

Address: 203.88.128.250

Non-authoritative answer:

11.128.88.203.in-addr.arpa ~ name = ice.128.client] l.icenet.net
>

<9, whois L}“'J|)'j So P.u',_a - Ll .ﬁ))pL_é Cwd O 1) y9 (59 39790 S Cawld b )l Lo jgid .l Dol f:l-u et
(sl ISP S5 (sl 0 (Live IP) 035 [P SO o) 3wiS o5 o) s 4 . eadl axils webhosting.info

ttl] |_ httpe fehois. webhasting.irf o203, 55.128.1 1

i.:_v Labast Headlires | |
Web Hasting Infoermation - Power WHOIS

203.88.128.11 - 1P hosts 15 Tokal Domains L.
Showing 1 - 15 out of 15

:"[.).umain N-ame -
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Request 1 [Default]:

C:\Documents and Settings\The Cephexin>nc 203.88.128.11 80
HEAD /HTTP/1.0

Response:

HTTP/1.1 404 Object Not Found
Server: Microsoft-11S/4.0

Date: Thu, 27 Jan 2005 10:12:16 GMT
Content-Type: text/html
Content-Length: 102

<html><head><title>Error</title></head><body>The system cannot find the file specified. </body></html>

Request 2 [junk as host]:

C:\Documents and Settings\The Cephexin>nc 203.88.128.11 80
HEAD / HTTP/1.0
Host: junk

Response:

HTTP/1.1 404 Object Not Found
Server: Microsoft-11S/4.0

Date: Thu, 27 Jan 2005 10:14:37 GMT
Content-Type: text/html
Content-Length: 102

<html><head><title>Error</title></head><body>The system cannot find the file specified. </body></html>
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Request 3:

C:\Documents and Settings\The Cephexin>nc 203.88.128.11 80
HEAD /HTTP/1.0
Host: icenet.net

Response:
ry




HTTP/1.1 200 OK

Server: Microsoft-11S/4.0

Content-Location: http://icenet.net/index.htm
Date: Tue, 11 Jan 2005 10:07:12 GMT
Content-Type: text/html

Accept-Ranges: bytes

Last-Modified: Wed, 05 Jan 2005 06:52:02 GMT
ETag: "0553fff3f2c41:b3ae6"
Content-Length: 33442
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Request 4:

C:\Documents and Settings\The Cephexin>nc 203.88.128.11 80
HEAD / HTTP/1.0
Host: adanigroup.com

Response:

HTTP/1.1 200 OK

Server: Microsoft-11S/4.0

Content-Location: http://adanigroup.com/index.htm
Date: Tue, 11 Jan 2005 10:07:24 GMT
Content-Type: text/html

Accept-Ranges: bytes

Last-Modified: Wed, 28 Apr 2004 14:51:55 GMT
ETag: "80771d59302dc41:b3ae6"
Content-Length: 806

S 1oy (2liws adanigroup.com 4 euilys (oo <996 uod 4
Request 5:

C:\Documents and Settings\The Cephexin>nc 203.88.128.11 80
HEAD / HTTP/1.0

Host: Www.mundraport.com

Response:

HTTP/1.1 200 OK

Server: Microsoft-11S/4.0

Content-Location: http://www.mundraport.com/index.htm
Date: Tue, 11 Jan 2005 10:09:56 GMT

Content-Type: text/html

Accept-Ranges: bytes

Last-Modified: Thu, 01 Jul 2004 05:59:09 GMT

ETag: "80f45486305fc41:b3ae6"

Content-Length: 607
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Appendix A: UDDI Quick Reference

UDDI stack view

UDD] (Find. Use APIs)

WS

SOAP

XML data format

HTTPHTTPRS

TP

' o155 sl API

. find_binding

. find_business

. find_relatedbusiness
. find_service

. find_tModel

. get_bindingDetail

. get_businessDetail

. get_businessDetailExt
9. get_serviceDetail
10. get tModelDetail
http://www.uddi.org

03N nNnh W~
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[1] UDDI specifications — http://www.uddi.org

[2] Microsoft .Net XML Web Services - Adam Freeman and Allen ones
[3] SOAP specifications and RFCs - http://www.w3.org/TR/soap/

[4] WSDL Specifications and RFCs - http://www.w3.org/TR/wsdl
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