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int main()

{

write(0, "WWW.CROUZ.COM", 16);

exit(0);

}
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ceph@terminator$ cat /usr/include/asm-i386/unistd.h

#de ne NR exit 1

#de ne NR fork 2

#de ne NR read 3

#de ne NR write 4

#de ne NR open 5

write(0, "WWW.CROUZ.COM", 16);
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xor %eax, Y%eax
xor %ebx, %ebx
xor %edx, Y%edx
push %eax
push $0x4752412¢ # MOC.
push $0x4f4cdcdS # Z into
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push $0x2e575757 # WWW
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xor %eax, Y%eax
xor %ebx, Y%ebx
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mov $0x1, %al
int $0x80 #execute the syscall
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ceph@terminator:\ shellcode$ gdb ceph

(gdb) disas main

Dump of assembler code for function main:
0x80482f4 <main>: push %ebp

0x80482f5 <main+1>: mov %esp,%ebp
0x80482f7 <main+3>: sub $0x8,%esp
0x80482fa <main+6>: and $0x__ 10,%esp
0x80482fd <main+9>: mov $0x0,%eax
0x8048302 <main+14>: sub %eax,%esp
0x8048304 <maint+16>: xor %eax,%eax
0x8048306 <main+18>: xor %ebx,%ebx
0x8048308 <main+20>: xor %edx,%edx
0x804830a <main+22>: push %eax
0x804830b <main+23>: push $0x47524f2¢
0x8048310 <main+28>: push $0x4f4c4c45
0x8048315 <main+33>: push $0x4953452
0x804831a <main+38>: push $0x2e¢575757
0x804831f <main+43>: mov %esp,%ecx
0x8048321 <main+45>: mov $0x10,%dl
0x8048323 <main+47>: mov $0x4,%al
0x8048325 <main+49>: int $0x80
0x8048327 <maint51>: xor %eax,%eax
0x8048329 <main+53>: xor %ebx,%ebx
0x804832b <main+55>: mov $0x1,%al
0x804832d <main+57>: int $0x80

End of assembler dump.
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(gdb) x/bx main+16
0x8048304 <main+16>: 0x31 < OPCODE

(gdb)
0x8048305 <main+17>: 0xc0 < OPCODE

(gdb)
0x8048306 <main+18>: 0x31 < OPCODE
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"x31\xc0\x3 1\xdb\x3 1\xd2\x50\x68\x2e\x4{"
"x52\x47\x68\x45\x4c\x4c\x4\x68\x52\x4{"
"x53\x49N\x68\x57\x57\x57\x2e\x89\xe1\xb2"
"\x10\xb0\x04\xcd\x80\x31\xc0\x31\xdb\xb0"
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ceph@terminator:\_shellcode$ cat shellcode.c
#include <stdio.h>

char shellcode[]=
"x31\xc0\x31\xdb\x31\xd2\x50\x68\x2e\x4{"
"x52\x47\x68\x45\x4c\x4¢c\x4\x68\x 52\x4 1"
"x53\x49\x68\x57\x57\x57\x2e\x89\xe 1\xb2"
"x10\xb0\x04\xcd\x80\x3 1\xc0\x3 1\xdb\xb0"
"x01\xcd\x80";

main()

{

void (*routine) ();

(long) routine = &shellcode;

printf("Size: %d bytes\n", sizeof(shellcode));
routine();

}

ceph@terminator:\ shellcode$ gcc shellcode.c -0 shellcode
ceph@terminator:\ shellcode$ ./shellcode

Size: 44 bytes.
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