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[*] pStalker> Process Stalker - Profiler
[*] pStalker> Pedram Amini XXXXXXXXXXXXXXXXXXXXXX
[*] pStalker> Compiled on Jul 5 2005
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Process Stalker

[¥]Enakle Instruction Calars;
[+] Enakle Comments
[ Allow Self Loops
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Process Stalker IDA plug-in dialog
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pStalker> Profile analysis 25% complete.

pStalker> Profile analysis 50% complete.

pStalker> Profile analysis 75% complete.
pStalker> Profile analysis 100% complete.
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wbd,— Process Stalker

Jists Jo 8.3l ... 9 cuas Olidoe gea 4 glasl il o Process Stalker 4 glaso 452U, Jituo )l !

g 0 03l OT 4 102 dosoud U dwg p S 51350 sl 2 45 259 command-line 1 ol S process_stalker.exe

usage:
process stalker <-a pid | -1 filename | -la filename args>

options:
[-b bp list] specify the breakpoint list for the main module.

[-r recorder] enter a recorder (0-9) from trace initiation.
[-—one-time] disable breakpoint restoration.
[--no-regs] disable register enumeration / dereferencing.

39 50 donowd 2L 00 PIA ol OT 4wy py asin 45 gl dwy »y 4 :-a pid @

S 0 (5135, command-line jl sl 435 g 092 1) 4wy : -l filename o

= JUB 35l 03 asuieo TS buwgi 45 o OlogS )T 4 15T 9 83,5 SIS )L 1) 4wy »y S la filename args o
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39135 0 30lab I35 Jlgxe yob 43 45 o DLL sl 0bogS T opl pusss 40 o2l 45 sl 4bls

335 U 0 pizo (Sl OlogS )T .38 (00 £9 pb 028 puass TECOTAET )3 |) s Slkos Aoy -1 recorder o
33,5 50 0 33 [pid | filename].[recorder #] ,5 oo bwsd >35>

o=l 03905 Lasis .3 jlw o Jlod i |, breakpoint la (b jb bl sad Lasuie 435 (ul JS|:--0one-time o
398 g0 oS W 3,Skoe I (gioe Ghal 3l cargo iy S

= JL=d e Ol (59, |, dereferencing g enumeration Oldee (bl sad jasinw 43S (ul ,S1:--no-regs o
[pid | )3 «lS 0 b (29,5 39d (o0 S Wy 3 Sdoe Y13 bi2e Giul 30l Gz go 4 S pl 03905 Lasuine .3 jlw
33,5 50 0 033 filename]-regs.[recorder #]

Y . 2idl 4ils 59->9 39 o | )>1 LuiT jl process stalker 45 sl 45l )5 sl dbgs re breakpoint sla cau)

3090 g py 4SSl oo 4 39 Ly 2 ol 9 sl i guas (sl haid Olopd S (595 sl Dreakpoint Cumd Sy
251558 s w0 MODULE_NAME.bpl 5529 sl 0 ) =6 45Ls Process Stalker 3,5 135,L 1) b Jgjle ks
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$ process _stalker -a 864 --one-time

process stalker

pedram amini XXXXXXXXXXXXXXXXXXXXKXX
compiled on Jul 5 2005

target: 864

8 Branch
? attach



processing breakpoints for module HYPERTRM.dll at 67441000
done. 10568 of 10577 breakpoints set.

initial break, tid = 0794.

commands: [h] this screen [m] module list
[0-9] enter recorder modes [x] stop recording
[v] toggle verbosity
[d] detach (XP/2003 only) [g] quit/close

004d68b2 T:00000a74 [bp] 6747D041 mov edi,edi
004d68b2 T:00000a74 [bp] 6747D05C cmp [ebp+0C],0x1
004d68b2 T:00000a74 [bp] 6747DOAB cmp [ebp+0C],esi
004d68bc T:00000a74 [bp] 6747DOEB xor eax,eax

=S s 3w STDOUT s 1, log Jlaie S Process Stalker «sgib g0 3,95 4 W breakpoint 4 45l jaxe 4
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«(recording number) bus o )lois & g0 (] pak U3 39 g0 Hatuine [DP] K5 bawgi 9 2bl g0 (0FT) gl (jo 8 i
ol j23 XOT €aX,eaX (3bd o 3T .05 0 0L | breakpoint 5T .6747DOEB (p)lez akd 398 0 jall 5,5
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—————————— MODULE LIST -—---——-—-—-

module 01001000 HYPERTRM.EXE

module 7c¢c801000 KERNEL32.d11l

module 7¢901000 ntdll.dll
module 7¢9cl1000 SHELL32.dll

stalking:
67441000 - 67480000 [0003f000] HYPERTRM.d1ll
—————————— MODULE LIST ----------

o 0 LS 4 La debugger s o 9 (38 g0 JL L) 2590 Jled aS recording Oldes ja (piwn sl 1 [q] 3ulS
O 1= [d] s 512003 9 Windows XP) siS 0 Sluiiy 1) il I3 b Detaching 45 o eitusws ($9 «ouizeod
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¥ Thread ID



og sl !y
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ps_add_register_metadata.py
Process Stalker Graph Register Metadata Importer
Gyl oo Huss SIS 4 (recorded register metadata) wls jl sais s s metadata o S alsl gl )1l ol

Y| LORRGIV I S W

ps_add register metadata <recording-regs> <GML file> [rebase address]

ps_add register metadata 2360-regs.0 in.gml > out.gml

Sd3 00 Ol 1) O -V ST polie 9 39 0 (tender) 4o 5 LS o (live) i) sl 0313 b g9, SIS
sa-b (dereference) oy gll 13aoee 33l aad (puaws heap Lstack lad o9 s Sl s S o lil O g0 4 &S 2 OLS
2a=h ) - sl a3l slo U 5 031y Lawsis UNICODE U ASCII acis ) S& 81,3598 0 0305 Giulod 9

Dedb g0 0313 iules (aligned)

ps_bp _filter.py
Process Stalker Breakpoint Filter

ol 238 1)l 23 g5 breakpoint sl Cud O35 ihid (510 dawwy SS Olgie 4 1l ol

”J,_J.g—cb_w Ol 4 S G izl 505 v S (o0 yild s @U S > ¢S 2 breakpoint — g6 o
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Ly g pild 29,5 Cannd 4 0L B Cannd 3 39290 @195 LT 45 1S g0 puass "in/OUL" (5 T oS Jy e
(5,5 Redirect gMaol 44 L) 515 juue justi 3932 breakpoint comd &6 4 9L 1) BB (pl (29,5 639,09 Comad 09 1

183,15 Jla
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ps bp filter <in bpl> <out bpl> <functions|<funcl>:[funcZ]:[...] <in |
out>>

ps bp filter input.bpl filtered.bpl functions
ps bp filter input.bpl filtered.bpl 00001234:deadbeef in

aslituwl 35 jl Q> 9 algsds >le5 (59, s (L Process Stalking jl os5 silw Oljae (sl 00 OBl Jus )1l ol

L Oad 4 4S5l > oo |y recording Oldos S oS g0 Stalk GUI &G L 1) dwg p S5 45 23S (2,9 1) (8350 .39 (50

OlesS TS5 Lps_recording to_list ,1iml jl.eans o ploil B3 dwg p1 (59 couiwnd interact 9 Jolis Jl> 55 GUI

Cannd Jl O glbo put sl 5,5 (pl B3> gl 0 ps_bp_filter jI.ouS sslizwl recording jl @b camd gl 5wl 1,2 'module’
.S aslaw! breakpoint

ps_gde_fixup.py
Process Stalker GDE-Generated GML Fixer

WSS o0 SAVE 9 b ys>3 IS (DATSE) puand (giww ) 4 il 45 1) s GML sl 16 ©yl a5 Oreas GDE

83=b ol > GML Description juwis g (re-render) sszsme 4oz )5 (sl Com pSwl ol jl 393,95 1 3590 (| 4 &S (S
16305 Jlo .S okl

ps_gde fixup <in.gml>

ps gde fixup gde-generated.gml

ps_graph_cat.py

Process Stalker Graph Concatenate

Ol Mgy oy SIS Sy 4 (o3 g0 4) b 580 DS Sy 4 @ (aaiz BLS S 5 sl il ol
183,008 Jlio (30T (g0 o 3,5 1> Sy 9) 3z T g0 13> (81 Ahgs ©y90 4 LSS, b @ buwgs B 0,5 .l a3

ps graph cat [-x <xrefs file> -b <base addr>] <file 1> [file 2]
ps _graph cat.py -x dll.xrefs -b 46001000 1.gml 2.gml > out.gml

= S5 Lo 0 )l jul cpal (pl wlo 0iS co 2oLl by justio jl (Jlgio Hob 4 4L U»J;T,cross—references J26 pb
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2 Modifier
" Interconnected Graph



ps_graph_highlight.py

Process Stalker Graph Highlighter

) 3idl ) 3lse 51 SO b (53l 45 sl 5,5 398 o a3kl BILS Il 05l sk 5,5 (5 jle iz o (512 13l 2]
oS g0 g o5 Ll (sl oS

(... s REP MOVYS) Instruction Level sl dil> o

(... 9 sprintf . strcat . wstrepy) ' T sis 0 SIS ) 590 S SIAPL @ Slgs1,8 @

(. s LocalAlloc amalloc) '® a5 e plovil | alibl> (50w 9 yamass 45 I APL 4 Jlg51)8 @
(- 9 INT 80) 7 Juaisl slaygiws ®

L 2gds (5l diamz o iaww b "hit" b "all" Cdl> 098l sla 5,8 2L LT 45l J S (sl » command line sla 4 8
JLo a0l 48,8 1,5 LSl s (.. gmem Str dnts aeps) (s jlw dumz o Sl Curdg 9 bl i J S Gl Guizeod . pus

:,5)).3)15

ps_graph highlight [--nodes hit,missed,all] [--reps,--ints,--str,--mem] <GML>
ps_graph highlight --nodes hit in.gml > graph-highlighted.gml
ps_graph highlight --nodes all --reps --str in.gml > graph-highlighted.gml

ps_idc_gen.py
Process Stalker IDC Script Generator

enumerate b 83,5 jiled 1) 5 sl comment g gilgs sy pb plos 9 53,5 jpunis |) GML 16 S5 L1500 (2!

IDA SLelbl SOb 4 Ol s 93,5 IMPOrt gl 1) Cuw sSusl 0T Olg (50 45 2 3als3 3dg5 IDC Cay jSwl S .0 0
183 )8 Jlo .33l a3t plowil 'Y 1S Kl 19 093 Loniitune 45 Siktand (5| pnis i 3 Ol paas ol 45 3 0 S @

ps_idc gen <file 1> [file 2] [...]

ps_idc gen.py *.gml > import changes.idc

ps_process_recording.py
Process Stalker Recording Post Processor

offset puilgs Lo arecording wldee & ()15 5 b b x5l o 41yl recording Oldoe S 3515 13 sl S5l (2]

163 115 Jlo .S Tebase |, recording sla w1 s )lssl ©)g0 4 9 euiS 4lsl breakpoint sla jwisT s 1) @b sla

ps_process recording <recording> [base address]

ps _process recording recording.O

' string manipulation API

"> memory allocation and manipulation API
' Interupt instructions

'7 Graph Editor



O 90 4 b FileName .55 salgs sugi oo Jolb S5 3S lawy |y recording 45 4g2lge 4y o (5100 G99 Jgiwd

1339 (g0 Salgi )
recording.0.thread_id-processed

Dbl bl 3929 Sed 43Ls s .bpl jblxe breakpoint sla Cawd 45 5 15 HWsl 1l oyl

ps_recording_to_list.py

Process Stalker Recording-Function List Generator

o= Olg (s 12 4S) U Cand SO 0930 decording o il g slr JLSeS 5 Letal) SO Olgie 4 )1l 2!
& 4058 Sy bl )90 41l ol a0 S (5 2 IS 4 "breakpoint yabd il 4 Glesld S 3 1) @ Cannd
Jlo 3,8 ald 35,1 Gles jasin Jgjle S 4 4S lo5 Lo Olgns OT jl 25liwl b 45 55 o command-line sl 1) p9s

P IL)
ps_recording to list <processed recording> [module]
ps_recording to list recording.0O.processed

OLosS )T 30l o3 0 JLSS ps_bp_filter sl 0LosS )T SO Olgic 4 3algs (g0 Ly il (2l (2905 S Foseo 2>
SadD )|)9 aalatwl )94 1) 'module’ 6}Lu.‘>|

ps_recursive view.py
Process Stalker Recursive Graph Viewer

e (@) SIS SO Ll 08 Sl gy o2 9 S8 SIS U 4 @ OBLS (naiz S 5 slr lml o)
=2 L golgs 35S o enumerate L 25,8 bl |, inter-module o6 sl Slgsl )9 solod (238 5L ygo 4 15l o)

1653 00 o 3T 0 3,5 0 JUS 3 1> S s 9 30T 00 03 (1 Ws5 gy
ps_recursive view <GML file> <xrefs file> <base address>
ps_recursive view graph.gml xrefs DEADBEEF > out.gml

= Tender 9 4oz 5,5 Jlus dwgy pgr 9 S jm s BILS b o3ls ;S35 b el s ju (26 )b Olea
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ps_state_mapper.py
Process Stalker State Mapper

'8 Breakpoint Filter utility



O )90 4 (S il p guai .3 jluw oo TECOTdET J_.ls ez jl1) "state mapping” b " cusls cursg” S Ml ol
163 IS Yo .3,9T g0 o 3,5 9835 sl 45 1) b 5,5 (recorder stat) recorder curdy dawss 9 239 @U- gl

ps _state mapper <xrefs file> <base address> <recorder( recorderl

[...]>

ps state mapper module.xrefs DEADBEEF recorder.0 recorder.l > out.gml

stat  iwlod S ol 42w gi JLo s fuzzer SO JbS 03wiS 13905 Sl il guai ol il Il asliw] SO

LT aS 505 Olgd (oo dalio ol 315 )13 duulio 590 1) 3T 5 3,5 sy Siha 4L SO 59 Jbo sl Olg 50 |, mapper
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ps_view_recording funcs.py
Process Stalker Recording Function Viewer

23=b 51l sl ai "hit" arecording Wldes S5 095 S s2lsi (Silw pguad Sl u S Uawy SS Olgie 4 1l ol
s 3algS (65w Gz o 35l o3 "hit" &S (5l 4l sla Sob .ab 3algS 2313 Liules hit @b s sl Gl Sob s Canl
163 Jlio

ps view recording funcs [-f function] [-x <xrefs file> -b <base addr>]
<recording>

ps view recording funcs recording.O.processed > out.gml
ps view recording funcs recording.0O.processed -f deadbeef > out.gml

=l o=l 45 il adls ,bls 4.0 s @U Oloa ki hit-graph yiules sl |, "function’ (s Las oS )1
22l ils 3529 e 5ls s .gml el sl BIS S )l sl

ps_view_recording_stats.py
Process Stalker Recording Statistics

22 Ll G hit (b led Jolis b yleT ol .35 salgs sugs | recording Sldee S5 s9, 1 4L bl ol ol

1§ 1S Jlto aibl o @6 4 @b JEl Oloj s @l

ps _view recording stats <recording> [sort]

ps view recording stats recording.O.processed
ps_view recording stats recording.0O.processed sort

SuiS s ST Jlio 3 G oleis/ Oloj wlwl p (52955 (03,5 4iw3) 03,5 < p sl | 'sort' (g lasl OlogS T

1 per function hit count
2 function to function transition time



ps_view_recording trace.py
Process Stalker Recording Trace Viewer

Gl (205 2 1) " st i 5 )90 4y TECOTdET b Sy a3 I (Sl pr9ea5 (51 51 Uawwy Olsie 4 1l 2l
oo o2 3,5 T SIS b ledt S b 1) T 9 (35 o b Mol 40 L) 3S o FOId 1) ™ (6185 sl JIgs Sl ool sl 235
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ps view recording trace <recording>

ps view recording trace recording.O.processed > out.gml

LS 4 bl o sudo | (033,85 L) ob3,8 ihio 5 hxl-0loj s dil> 03,5 Jo (a5l 035 g5 IS
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a9 Sl I API
OLpLS Olalasl j2als @l ol salss Gl 5L 6)lml codele OlpLS ST 6l m Os ,I;J_l 4c gasro
Bl )S 4z 5 9 (file parsing) Jobb (4 jos L) s Jho 51 0248 diand Slidoe 03,5 40 (5l APT Sy ¢ 5300553
=) sla pelS/La Jgjl 9 o3 (5 jlw 3iw Epydoc dluwss inline & g0 4 APi o2l 8L 4euwgs (graph rendering)

35 a3 eXport b | sl
* gml
* gml _node
* gml_edge
» gml_cluster
* gml_graph
* ps_parsers
* bpl_parser
* recording_parser
* register metadata parser
* xrefs_parser

ookl b . aid cawlio £9 08 (S0 (295 (S35 sl JUis 9 33l o3 sl APT ol ade 09 il 4o goms plos

= ) s Ol o L (gilwainw .3uds douwgi 9 83,5 dudgi (53032 )1l 3uiled (o0 IS g9 b dbails Olgis 4 )0l ol
23S 2aaline 'ps_apl docs' aslis o auiles

Epydoc Generated API Reference:
http://www.idefense.com/iia/releases/ps_docs/ps_api_docs/index.html

2 sequential order

2 repeat sequences

* repeat count

** locating run-time logic driven loops
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G0070al

c0070a) movw eax, [=bx]
S0070a2 push ebx

5007024 push =ax

&0070a% call sub 4600EEZFO0
&0070as add esp, 8
50070ad Cest eax, =ax
€0070af j= loc 46007243

[ebptarg ]
[ebptarg 0]

st unk 460Z0D7C

_4600D3A0
1ok
[espt8E8htvar_4]
_46014EEB

Nodes highlighted in red represent run-time hits.
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ET4d4de5h1 I G
E744aEbl test esi, esi ETddeEbE mov ady, [ebx+Z20hk]
74 deEna j'ﬂ e 1a :_-'.:\-?'l 4EESTI0 .—..-l FgEsnE CTefE &3X, ik

ET7dd4efbha J2  shoare loc G744 ESDO

Nodes highlighted in purple represent potentially "interesting" nodes.
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EDIz OIsf7ein ELED 02 5Ta4b@ E0T1 OL7LZ 140
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YELRI [roack] sblE 21T akdd P17 Il 0000 oSas ladd

TEAE [heap] pededs.ssinidgeall.coms

YERE [hesp]  0OFEF TIO1 G031 TI0L LOde Zeldd 2021 Ti0l

TERX [heap] 3002 G000 o200 O°47 efle dadd 0000 GO00
#* SERT [heap]  edres,ssinidgesil.cos I

FECX [hesp] pedram.aminifgmail.com

J1detl mow dby [ eax)
=0l ipg =8
i3 pade di; di
LiedS jnm shogt Do $)01DESD

K&

Register values are displayed with automated "smart" dereferencing and string detection.
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Low-res excerpt from graph concatenation of multiple graphs.
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nected graph concatenation of the same multiple graphs from above.
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Circular layout view. Circular layouts are fast in comparison to hierarchical and orthogonal.

9 &g > Sy palid 9 (5135 b 1 lg5 (g0 9 0392 JiSub (I MBS Sudo eb Otz Gb OLS Caml S0 42,8
g I<..il9 Uil 4 Jlie oy T Olgie 4.3 08 1S a3kl 5,90 o i J9 (frequently referenced) g po 1 sld SW
12S 495 j 8aub augs (Cluster orthogonal) !



A

= — _'Ea r:-.
‘F-: |
The cluster orthogonal view is used to visualize state maps and group function nodes together.
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