J 5 s &b p 40 Format String b 90 wuw!

E95 o=l 03 351 83 a1 pms3l sl Jlo 5 C (sl b > Format String sl s 0135 <o
Sl 31 plosil Olgd (oo jms $0505 SUL 4751 il (g0 ol5s SasS Szl 9, sl Lo S poi Ol
I 2l 3 e T Olon SIPerl )3 (5 )lodun S 4ok 45 Cawl 22 bl (Sjlmo (Slis )5 (giniol Rolg=
3153929 C s 40l 0 )3 45 35 0 o0 gy Format String g5

3929 35 S50 g gs 4ol s 0L I sl sl Format String sl s 23y camwT 3929 Jloio!
1~ (La application) La 4wl .o 45551 5929 U 13 03948 (s05 g 95 b0 s 0OLJ 503 4 295 09 31
Sl 45315 3529 (3L Jliz| (55 (50 AUItING LIS ol 40) 3398 00 ows 2 S22 o] Elgil S
bl sl ) OUSe ol LT

ol 0T )3 5 o application e Sluiéy (b format string) CJB sl 4wy jl 45 Sbj o >
L 5023y T £95 0l 13 45 (oS> 080 o Format String by 3 cow 5529 Jleizl X9 g0 425
Lol 0L (903 Joelse L LesT Jlaisl 9 Jb 9 QB sl 4y bawwgs 03 Sl sajld) 4 39) (50 JIS 4
Jm 0L 4 @S Jaosg b 0 S5 o 1) format string JSiine G Jack Louis hges (sl sl b ro g 95
g8z Uy o 43 JSieo S 3979 45 313 Ol (pwizeed (CVE-2005-3912) sl 2315 (i )155 o3 didgs
(CVE-2005-3962) solomil (50 m33 cammw | s 40l 00 )3 35 g1yl 9 alibl> (5w 4

SS 3o gaangly 35S 0 g 2 | Format String sla s 03y <o (@pplication) deb , g 43 L dlio ¢yl
o= als Format String la (s 3z cow| j5l L 33 )5 zammad jamio JSuiio 45 G900 )3 (5> 45 28
i (go5 bt JalS sk 9 2ol

J = sla 4ol > Format String sla g w3 cuw| (3igd (B3> jamio 395 )3 OUSne )31 >
g (o0 4ol (Sl puio (SIS 9 (S s b adiSl> Ulg)) g9 pw 3T (Jledbl sla 45 ) 4 pomio
23S Jlacl 4oy (595 1) siwiol Ol pd 455 sk

= 10 g 3 printf() g sprintf() gles xS JusS 1) QB awd ) Ob gizo silgy 53945 51 Jle (sl
@b 13 3598 o DLl Uy s 40l 2 15 C )l spoline 2lg5 09 -3 02 JISS (e5liiw] gaw) Camwp3b 3l 43 Olgs
SIS g0 23liswl 351 23,5 23l C 45 1) 1S 45 lgs jl il o LT Jp 0LJ b (SiU 4 45 gl g

=~ |, Format String &le> cilises s 95 J (e 0358 w0 b) ©b cue 45 S 30
=0 I 2 (S et O pe S (6399 5.6.1 a5us 3) 315 wylas Perl 5.6.1 g Perl 5,5 )L, ol .3iS 05

s S (53 T £95 ol @) gz Db e Jlosl WJl> ol b (590

o> OS> ()

.ﬁ;swu...,,,Jg“u»@b,ssu,b,'“‘smmwﬂmm,;

! Perl Interpreter
? taint checker



Sowss b alidl> Jlgj ()
OB pan (Sl 0 Olgs (g0 1) 3525 (00 3d Jgb iy 25 0jl>] 4S5 ol 23S s )50 9 708" 20LS (uass
L kil jl coLES Sy O pas sl m) "%999995" Mo 3,5 o3kl Sunnss b/ 9 alil> CPU jl 530 ) o>
ol O3 )5 o =S umw 2318 puasi (ol 45 23 )18 Lol el (BIS "909999999995" I o 5lissl Senns >

(9 o I sl

W ustio pnsts b (5w (P
= 0LosS T Olgmic 4 45 1) pols sl piio yyslie Olgs (g0 )5 395 "%6N" 52S (pnss jl o3Lixuel b
=il OISl 48 515 jmusts (s9-b 1) 4ol o Olgn 39l G b ol 4 9 383 juais 33l 2% <1l printf/sprintf

D9 50 03013 Juaii 0 S5 Lluol 338 U 4 justite 3bl ails
0590 S Sl b 35— 8L (g0 by juiio I b 03l ([S598z 1 (siine S ol Jud>

13 250 B 3 (gmius ) lie]
$input = GetInputFromUser();
if (UserHasAuthenticated($user))

{
$a=0;

}

else

{
$a=1;

}

$str = sprintf($input, $a);
if ($a)

{

PromptUserToAuthenticate($Suser);

}

else

{

DoThingThatOnlyUsersShouldDo($user);

}
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$index = GetUserInput();
if (($index > 32) || ($index < 0))

{
print STDERR "Error: Index must be between 0 and 32.";

}

($sec,$min,$hour,$mday,$mon,$year) = gmtime(time);
printf DATABASE, "$index %4d/%02d/%02d %02d:%02d:%02d\n",
$year+1900, $mon+1, $mday;
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opendir(DIR, ".");

while ($file = readdir(DIR))

{

if ($file =~ /\s/)

{

print STDERR "Warning: '$file' has spaces, replacing with \n";
$file =~ sN\s/_/g;

}

if ($file =~ /*-(fiprR)+$/)

{
print STDERR "Warning: '$file' matches switches for /bin/cp!\n";



# skip this one.
next;

}
$backup = sprintf("$file.bak"); # C programmers might do this

system("/bin/cp $file $backup"); # but this *is* just an example

}
closedir(DIR);
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system(''/bin/cp -R subdir subdir.bak");
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system("'/bin/echo", $tainted_varl, $tainted_var2);
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$a = <STDIN>;
chomp($a);

$str = sprintf("$a.txt");
system("'/bin/echo $str'");
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opendir(DIR, ".");
while ($file = readdir(DIR))

{
system("'/bin/echo $file');

}
closedir(DIR);
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printf ("$name=\"$ENV{$name}\'""\n");
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$fmt = <USER_INPUT>;
printf("THIS IS A POTENTIALLY VULNERABLE $fmt FORMAT STRING\n");
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#!/bin/env perl

# when run with taint checking (-T), this seems to properly barf about
# dependency errors (try a "clean" format string like "5s%s%s" vs. a
# dirty one with a "%n" in it).

;) Jls



$ENV{"PATH"} - un;

# try as input: "%s%n%s" --> modifies $b

$a — "A";
$b — "B";
$C — ncn;

$x = sprintf(SARGV[0], $a, $b, $c);
print "\$a='$a’; \$b="$b'; \$c='$c"\n";
print "$x\n";

system("/bin/echo $a $b $c");

# Create a directory that contains files with these names:
# X%10sX

# %p

# %s

# abc%ndef

# This was gleaned from some real-world code, but the print was
# changed to printf.

# Change what filenames are processed via format strings in

# the filenames, such as a file named "%p%n"

#

# You can "erase" a filename by using '%s', and having this "blank"

# filename could throw off the argument count to system or exec calls,
# which could alter behavior. Consider a backup command like

# exec("/bin/cp", filel, file2) where filel can be "blanked" out

#

# Similarly, you could "erase" portions of a filename with "%n" or

# "%s". The filename ABC.TXT would be equivalent to ABC%n.%nTXT
#

# You can create very long filenames by using '%999s' (for example).

opendir(DIR, ".");

while ($file = readdir(DIR))

{

print "Real filename: $file\n";

printf "Filename in format string: $file\n\n";

}
closedir(DIR);
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printf "A=$a\n"
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