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volatile int traps = 0;

int trap () {
traps++;

}

main () {
signal (SIGTRAP, sigtrap);

xor_eflags (0x100);

/* call syscall we want to test */
read (fd, buff, sizeof (buff));
xor_eflags (0x100);

printf (""testing syscall takes %d instruction\n", traps);
}
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struct idt_gate {
unsigned short offl;
unsigned short sel;
unsigned char none, flags;
unsigned short off2;

} __ attribute  ((packed));
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struct idtr {
unsigned short limit;

unsigned int base; /* linear address of IDT table */
} __ attribute  ((packed));
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ENTRY(PF_system_call)
pushl %ebx
movl $-8192, %ebx
andl %esp, %ebx # Y%ebx <-- current

testb SPT_PATCHFINDER,24(%ebx) # 24 is offset of 'ptrace’
je continue_syscall

pushf

popl %ebx

orl $STF_MASK, %ebx # set TF flag

pushl %ebx

popf

continue_syscall:
popl %ebx
jmp *orig_system_call
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ENTRY(PF_debug)
incl PF_traps
iret
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asmlinkage int sys_patchfinder (int what) {
struct task struct *tsk = current;

switch (what) {

case PF_START:
tsk->ptrace |= PT_PATCHFINDER;
PF _traps =0;
break;

case PF_GET:
tsk->ptrace &=~PT_PATCHFINDER;
break;

case PF_QUERY:
return PF_ ANSWER;

default:
printk ("I don't know what to do!\n");
return -1;

}

return PF_traps;
}
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int test_readdir_proc () {
int fd, T = 0;
struct dirent de[1];

fd = open ("/proc", 0, 0);
assert (fd>0);

patchfinder (PF_START);
getdents (fd, de, sizeof (de));
T = patchfinder (PF_GET);

close (fd);
return T;

}
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S 2wl Cuomnd 95 Jolids 4ol o =2l - e23-0L PatchFinder 1) 4ol (ol Lo 33U (g0 40 10 (2] 0 by po &S
ol o SO 9 32 o 1) L syscall (ol JSI) 03 S debug o)l 4S5, 9hy 23S 0 pateh |) wa 5 Jyjb
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test name | current | clear | diff | status
open_file | 1401 1400 1| ok
stat_file | 1200] 1200 O] ok
read_file | 1825] 1824 1| ok
open_kmem | 1440 1440, 0| ok
readdir_root | 5784| 5774 10| ok
readdir_proc | 2296/ 2295 1| ok
read proc_net tcp | 11069| 11069 0| ok
Iseek _kmem | 191 191] 0| ok
read_kmem | 322 321] 1] ok

b 2l s 0Tl ) gals 9 2 plul Adore sl Ul 5 4l p b el Olo )3 Oliob T

test name | current | clear | diff | status

open_file | 6975] 1400| 5575| ALERT!
stat_file | 6900] 1200/ 5700 ALERT!
read_file | 1824| 1824 0] ok
open_kmem | 6952] 1440| 5512| ALERT!
readdir_root | 8811 5774| 3037| ALERT!
readdir_proc | 14243| 2295| 11948| ALERT!
read proc_net tcp | 11063| 11069 -6| ok
Iseek_kmem | 191 191] 0] ok

read kmem | 321 321] 0 ok
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It seems that module patchfinder.o is not loaded. However if you are sure that it is loaded,
then this situation means that with your kernel is something wrong! Probably there is a
rootkit installed!
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<++> /patchfinder/Makefile
MODULE_NAME=patchfinder.o
PROG_NAME-=patchfinder

all: $(MODULE_NAME) $(PROG_NAME)

$(MODULE_NAME) : module.o traps.o
Id -r -o $(MODULE_NAME) module.o traps.o

module.o : module.c module.h
gcc -¢ module.c -| /usr/src/linux/include

traps.o : traps.S module.h
gcc-D__ASSEMBLY__ -c traps.S

$(PROG_NAME): main.o tests.o libpf.o
gcc -0 $(PROG_NAME) main.o tests.o libpf.o

main.o: main.c main.h
gcc -¢ main.c -D MODULE_NAME="$(MODULE_NAME)"\
-D PROG_NAME="$(PROG_NAME)"
tests.o: tests.c main.h
libpf.o: libpf.c libpf.h



clean:

rm -fr *.0 $(PROG_NAME)
<--> /patchfinder/Makefile
<++> /patchfinder/traps.S

r* */

I The Kernel PatchFinder version 0.9 */

* */

/* (c) 2002 by Jan K. Rutkowski <jkrutkowski@elka.pw.edu.pl> */
r* */

#include <linux/linkage.h>
#define _ KERNEL__
#include "module.h"

tsk_ptrace =24 # offset into the task_struct

ENTRY(PF_system_call)
pushl %ebx
movl $-8192, %ebx
andl %esp, %ebx # %ebx <-- current

testb $PT_PATCHFINDER,tsk_ptrace(%ebx)

je continue_syscall

pushf

popl %ebx

orl $TF_MASK, %ebx # set TF flag
pushl %ebx

popf

continue_syscall:
popl %ebx
jmp *orig_system_call

ENTRY(PF_debug)
incl PF_traps
iret

<--> /patchfinder/traps.S
<++> /patchfinder/module.h

r* */

r* The Kernel PatchFinder version 0.9 */

r* */

I* (c) 2002 by Jan K. Rutkowski <jkrutkowski@elka.pw.edu.pl> */
r* */

#ifndef __ MODULE_H
#define_ MODULE_H

#define PT_PATCHFINDER 0x80 /* should not conflict with PT_xxx
defined in linux/sched.h */

#define TF_MASK 0x100 /* TF mask in EFLAGS */

#define SYSCALL_VECTOR 0x80
#define DEBUG_VECTOR 0x1

#define PF_START  Oxfee

#define PF_GET Oxfed
#define PF_QUERY Oxdefaced
#define PF_ANSWER Oxaccede

#define _ NR_patchfinder 250

#endif

<--> /patchfinder/module.h
<++> /patchfinder/module.c



r* */

r* The Kernel PatchFinder version 0.9 */

r* */

I* (c) 2002 by Jan K. Rutkowski <jkrutkowski@elka.pw.edu.pl> */
r* */

#define MODULE

#define _ KERNEL

#ifdef MODVERSIONS
#include <linux/modversions.h>
#endif

#include <linux/kernel.h>
#include <linux/module.h>
#include <linux/sched.h>
#include "module.h"

#define DEBUG 1

MODULE_AUTHOR("Jan Rutkowski");
MODULE_DESCRIPTION("The PatchFinder module");

asmlinkage int PF_system_call(void);
asmlinkage int PF_debug (void);

int (*orig_system_call)();

int (*orig_debug)();

int (*orig_syscall)(unsigned int);
extern void *sys_call_table[];

int PF_traps;

[* this one comes from arch/i386/kernel/traps.c */
#define _set_gate(gate_addr,type,dpl,addr) \
do {\
int__do, df;\
__asm__ _ volatile__ ("movw %%dx,% %ax\n\t" \
"movw %4,% %dx\n\t" \
"movl %%eax,%0\n\t" \
"movl %%edx,%1" \
'=m" (*((long *) (gate_addr))), \
"=m" (*(1+(long *) (gate_addr))), "=&a" (__d0), "=&d" (__d1)\
" ((short) (0x8000+(dpl<<13)+(type<<8))), \
"3" ((char *) (addr)),"2" (__KERNEL_CS << 16)); \
} while (0)

struct idt_gate {
unsigned short off1;
unsigned short sel;
unsigned char none, flags;
unsigned short off2;

} _ attribute__ ((packed));

struct idtr {
unsigned short limit;
unsigned int  base;
} __attribute__ ((packed));

struct idt_gate * get_idt () {
struct idtr idtr;
asm("sidt %0" : "=m" (idtr));
return (struct idt_gate*) idtr.base;

}

void * get_int_handler (int n) {

struct idt_gate * idt_gate = (get_idt() + n);

return (void*)((idt_gate->off2 << 16) + idt_gate->off1);
}

static void set_system_gate(unsigned int n, void *addr) {
printk ("setting int for int %d -> %#x\n", n, addr);



_set_gate(get_idt()+n,15,3,addr);
}

asmlinkage int sys_patchfinder (int what) {
struct task_struct *tsk = current;

switch (what) {

case PF_START:
tsk->ptrace |= PT_PATCHFINDER,;
PF_traps = 0;
break;

case PF_GET:
tsk->ptrace &= ~PT_PATCHFINDER,;
break;

case PF_QUERY:
return PF_ANSWER;

default:
printk ("l don't know what to do\n");
return -1;

return PF_traps;

}

int init_module () {
EXPORT_NO_SYMBOLS;

orig_system_call = get_int_handler (SYSCALL_VECTOR);
set_system_gate (SYSCALL_VECTOR, &PF_system_call);

orig_debug = get_int_handler (DEBUG_VECTOR);
set_system_gate (DEBUG_VECTOR, &PF_debug);

orig_syscall = sys_call_table[ NR_patchfinder];
sys_call_table [ __NR_patchfinder] = sys_patchfinder;

printk ("Kernel PatchFinder has been succesfully"
"inserted into your kernel\n");
#ifdef DEBUG
printk (" orig_system_call : %#x\n", orig_system_call);
printk (" PF_system_calli : %#x\n", PF_system_call);
printk (" orig_debug : %#x\n", orig_debug);
(
(

printk (" PF_debug : %#x\n", PF_debug);
printk (" using syscall : %d\n", _ NR_patchfinder);
#endif

return O;
}

int cleanup_module () {
set_system_gate (SYSCALL_VECTOR, orig_system_call);
set_system_gate (DEBUG_VECTOR, orig_debug);
sys_call_table [ __NR_patchfinder] = orig_syscall;

printk ("PF module safely removed.\n");
return 0;

<--> /patchfinder/module.c
<++> /patchfinder/main.h

I */
/* The Kernel PatchFinder version 0.9 */
/* */

/* (c) 2002 by Jan K. Rutkowski <jkrutkowski@elka.pw.edu.pl> */
I* */



#ifndef _ MAIN_H
#define _ MAIN_H

#define PF_MAGIC  "patchfinder"
#define M_GENTTBL 1

#define M_CHECK 2
#define MAX_TESTS 9

#define TESTNAMESZ 32

#define WARN_THRESHOLD 20
#define ALERT_THRESHHOLD 500
#define TRIES_DEFAULT 200

typedef struct {
intt;
double ft;
char name[TESTNAMESZ];
int (*test_func)();
} TTEST;

typedef struct {
char magic[sizeof(PF_MAGIC)];
TTEST test [MAX_TESTS];
int ntests;
int tries;
} TTBL;

#endif

<--> /patchfinder/main.h
<++> /patchfinder/main.c

r* */

r* The Kernel PatchFinder version 0.9 */

r* */

* (c) 2002 by Jan K. Rutkowski <jkrutkowski@elka.pw.edu.pl> */
r* */

#include <stdio.h>
#include <unistd.h>
#include <string.h>
#include <errno.h>
#include <fcntl.h>
#include <sched.h>
#include "main.h"
#include "libpf.h"

void die (char *str) {
if (errno) perror (str);
else printf ("%s\n", str);
exit (1);

}

void usage () {

printf ("(c) Jan K. Rutkowski, 2002\n");

printf ("email: jkrutkowski@elka.pw.edu.p\n");

printf ("%s [OPTIONS] <filename>\n", PROG_NAME);

printf (" -g save current system's characteristics to file\n");
printf (" -c check system against saved results\n");

printf (" -t change number of iterations per each test\n");
exit (0);

}

void write_ttbl (TTBL* ttbl, char *filename) {
int fd;
fd = open (filename, O_WRONLY | O_CREAT);
if (fd < 0) die ("can not create file");
strepy (ttbl->magic, PF_MAGIC);



if (write (fd, ttbl, sizeof (TTBL)) < 0)
die ("can not write to file");
close (fd);

}

void read_ttbl (TTBL* ttbl, char *filename) {
int fd;
fd = open (filename, O_RDONLY);
if (fd < 0) die ("can not open file");
if (read (fd, ttbl, sizeof (TTBL)) != sizeof(TTBL))
die ("can not read file");
if (strncmp(ttbl->magic, PF_MAGIC, sizeof (PF_MAGIC)))
die ("bad file format\n");
close (fd);

}

main (int argc, char **argv) {
TTBL current, clear;
int tries = 0, mode = 0;
int opt, max_prio, i, j, T1, T2, dt;
char *ttbl_file;
struct sched_param sched_p;

while ((opt = getopt (argc, argv, "hg:c:t:")) 1= -1)
switch (opt) {

case 'g"
mode = M_GENTTBL,;
ttbl_file = optarg;
break;

case 'c"
ttbl_file = optarg;
mode = M_CHECK;
break;

case 't
tries = atoi (optarg);
break;

case 'h"

default :
usage();

}

if (getuid() != 0)
die ("For some reasons you have to be root");

if (Imode) usage();

if (patchfinder (PF_QUERY) |= PF_ANSWER) {
printf (
"\n ---== ALERT! ==--\n"
"It seems that module %s is not loaded. "
"However if you are\nsure that it is loaded,"
"then this situation means that with your\n"
"kernel is something wrong! Probably there is "
"a rootkit installed'\n", MODULE_NAME);
exit (1);
}

current.tries = (tries) ? tries : TRIES_DEFAULT;
if (mode == M_CHECK) {
read_ttbl (&clear, ttbl_file);
current.tries = (tries) ? tries : clear.tries;

}

max_prio = sched_get_priority_max (SCHED_FIFO);

sched_p.sched_priority = max_prio;

if (sched_setscheduler (0, SCHED_RR, &sched_p) < 0)
die ("Setting realtime policy\n");



fprintf (stderr, "™ FIFO scheduling policy has been set.\n");
generate_ttbl (&current);

sched_p.sched_priority = 0;

if (sched_setscheduler (0, SCHED_OTHER, &sched_p) < 0)
die ("Dropping realtime policy\n");

fprintf (stderr, "* dropping realtime schedulng policy.\n\n");

if (mode == M_GENTTBL) {
write_ttbl (&current, ttbl_file);

exit (0);
}
printf (
" testname | current | clear | diff | status \n");
printf (

\n");

for (i = 0; i < current.ntests; i++) {
if (strncmp (current.test[i].name,
clear.test[i].name, TESTNAMESZ))
die ("ttbl entry name mismatch");

T1 = current.test[i].t;

T2 = clear.test[i].t;

dt=T1-T2;

printf ("%-18s | %7d| %7d|%7d|",
current.test[il.name, T1, T2, dt);

dt = abs (dt);

if (dt < WARN_THRESHOLD) printf (" ok ");

if (dt >= WARN_THRESHOLD && dt < ALERT_THRESHHOLD)
printf (" (?)");

if (dt >= ALERT_THRESHHOLD) printf (" ALERT!");

printf ("\n");

<--> /patchfinder/main.c
<++> /patchfinder/tests.c

r* */

r* The Kernel PatchFinder version 0.9 */

I* */

/* (c) 2002 by Jan K. Rutkowski <jkrutkowski@elka.pw.edu.pl> */
I* */

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
#include <linux/types.h>
#include <linux/dirent.h>
#include <linux/unistd.h>
#include <assert.h>
#include "libpf.h"
#include "main.h"

int test_open_file () {
int tmpfd, T = 0;

patchfinder (PF_START);
tmpfd = open ("/etc/passwd", 0, 0);
T = patchfinder (PF_GET);



close (tmpfd);
return T;

}

int test_stat_file () {
intT=0;
char buf[0x100]; /* we dont include sys/stat.h */

patchfinder (PF_START);
stat ("/etc/passwd", &buf);
T = patchfinder (PF_GET);

return T;

}

int test_read_file () {
intfd, T=0;
char buf[0x100];

fd = open ("/etc/passwd", 0, 0);
if (fd < 0) die ("open");

patchfinder (PF_START);
read (fd, buf , sizeof(buf));
T = patchfinder (PF_GET);

close (fd);
return T;

}

int test_open_kmem () {
int tmpfd;
intT=0;

patchfinder (PF_START);
tmpfd = open ("/dev/kmem", 0, 0);
T = patchfinder (PF_GET);

close (tmpfd);
return T;

}

_syscall3(int, getdents, int, fd, struct dirent*, dirp, int, count)
int test_readdir_root () {

intfd, T=0;

struct dirent de[1];

fd = open ("/", 0, 0);
if (fd < 0) die ("open");

patchfinder (PF_START);
getdents (fd, de, sizeof (de));
T = patchfinder (PF_GET);

close (fd);
return T;

}

int test_readdir_proc () {
intfd, T=0;

struct dirent de[1];

fd = open ("/proc”, 0, 0);
if (fd < 0) die ("open");

patchfinder (PF_START);
getdents (fd, de, sizeof (de));
T = patchfinder (PF_GET);



close (fd);
return T;

}

int test_read_proc_net_tcp () {
intfd, T=0;
char buf[32];

fd = open ("/proc/net/tcp”, 0, 0);
if (fd < 0) die ("open");

patchfinder (PF_START);
read (fd, buf , sizeof(buf));
T = patchfinder (PF_GET);

close (fd);
return T;

}

int test_Iseek_kmem () {
intfd, T=0;

fd = open ("/dev/ikmem", 0, 0);
if (fd <0) die ("open");

patchfinder (PF_START);
Iseek (fd, 0xc0100000, 0);
T = patchfinder (PF_GET);

close (fd);
return T;

}

int test_read_kmem () {
intfd, T=0;
char buf[256];

fd = open ("/dev/ikmem", 0, 0);
if (fd < 0) die ("open");
Iseek (fd, 0xc0100000, 0);

patchfinder (PF_START);
read (fd, buf , sizeof(buf));
T = patchfinder (PF_GET);

close (fd);
return T;

}

int generate_ttbl (TTBL *ttbl) {
inti=0, t;

#define set_test(testhame) {
ttbl->test[i].test_func = test_##testname;
strepy (ttbl->test[i].name, #testname);
ttbl->test[i].t = O;
ttbl->test][i].ft = 0;

i++:
)

set_test(open_file)
set_test(stat_file)
set_test(read_file)
set_test(open_kmem)
set_test(readdir_root)
set_test(readdir_proc)
set_test(read_proc_net_tcp)
set_test(Iseek_kmem)
set_test(read_kmem)



assert (i <= MAX_TESTS);
ttbl->ntests = i;
#undef set_test

fprintf (stderr, "* each test will take %d iteration\n",
ttbl->tries);
usleep (100000);
for (i = 0; i < ttbl->ntests; i++) {
for (t = 0; t < ttbl->tries; t++)
ttbl->test [i].ft +=
(double)ttbl->test[i].test_func();

fprintf (stderr, " testing... %d%%\r",
i*100/ttbl->ntests);
usleep (10000);

}

for (i = O; i < ttbl->ntests; i++)

ttbl->test [i].t =

(int) (ttbl->test[i].ft/(double)ttbl->tries);
fprintf (stderr, "\r* testing... done.\n");

return i;

<--> /patchfinder/tests.c
<++> /patchfinder/libpf.h

r* */

r* The Kernel PatchFinder version 0.9 */

r* */

* (c) 2002 by Jan K. Rutkowski <jkrutkowski@elka.pw.edu.pl> */
r* */

#ifndef _LIBPF_H
#define _ LIBPF_H

#include "module.h"
int patchfinder(int what);
#endif

<--> ./patchfinder/libpf.h
<++> /patchfinder/libpf.c

r* */

r* The Kernel PatchFinder version 0.9 */

r* */

I* (c) 2002 by Jan K. Rutkowski <jkrutkowski@elka.pw.edu.pl> */
r* */

#include <asm/unistd.h>
#include <errno.h>
#include "libpf.h"

_syscall1(int, patchfinder, int, what)

<--> ./patchfinder/libpf.c
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